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d.o.om. arrl'150 Upgrade firmware trudotantu!aoofiu uaviutJ:srYu

orjn:nirfl urrarhirioan'ir * tl
- z" - :ue

d.c)-6)d. O!ntfl fl 
.M:nOOO{ LUOlllO:6'lunUlO 6lct U1 LO

d.o.od. d1u.r:01i'r.nri?t]ri! Firewall rdr!orL{vru'r!1aldha-nu u

Active/Standby

/d.o.ob. i Redundant

d.o.6',

d.o.6(

fl1]',]u

(a$o) -!:sorun::lnt: rurdut........l{.:...........niir.rn1:
(lrrarr6nrnr ura6orvra)

::! n't:
(u1er!::o.r uqirLi'uvri) !lUnI.rn r::ouiio)



1,OU[119110.:.i'lu (Terms of Reference: TOR)

In:{nr:rVruur:cuuuinrrdtliu{rJ:vriunudrucyber security 1:luu'ru1aqorfi1fi

rJ:cdrfl .rurJ:silr6u bdbs,

d.o.ob. fi Redundant Power Suppty uio Power Suppty hiriaun'j1 b ilil?u
d,s

tY{0u:c tutu Lunlu!ia'r: a{n1it'tuuacnl:au!auuyl1.i9r'ruLynun

rirauo:rorrsdor ldiunr:urirrYrorn6rrl'no{frarAsr raSo{rirr{rlu

rl:clyrfllyrulfiatr1:fl rauorT nl'lunild
J

d.b. q!n:nl1lo{riuuauo:'1aor-unlluflIn (lntrusion Prevention System) uuuvr- b
fi q ruarlh or udo ril,ruorrft siohl d
<.to.o. r{JuqrJn:ni IPS r!!! Hardware Apptiance fifi tes Throughput {l(olri! _ trd

{oun'ir osl Gbps uavfroor-rtu Rack oc< ilr I,uurorlilrfru o Ru

d.to.lo. i Network lnterface ttu! SFP+ (o/ooG) rirurulilrioun'jr a uoin
uar Network Interface !$! FUdd riruruLirioun'ir a vroin

d.b.m. tolit.tn1:tuluir'1u?u Netvvork lnterface Lr!! Ethernet ports !i'6l4ohj
rioun'ir to< vroin luournn

d.to.d. fiilil?ur''tuh,,ld1io.i DuaL rru! Hot-swappabLe

d.b.d. fiilillum1tdrdr:o.ltfio SSD tlrobirioun'ir ctoo GB

d.b.b. :oniun'mf r Clusterin g kitririo er n'jr < qrJn:oitriluouron

d.io.6.,. a'lx'll01il decryption ullr TLS Ioufi Throughput {{aolridoun'j1 d.d

Gbps uauar lr0r6onldnr:r6n Fingerprint ro.i TLS packet rdorJo.rriudrr

nnnrutpilorulild'outol{sru TLS decryption ki (,{ntuarlr:ouo.r

Uacfrine Learning flou u)

d.b.d. 6i!ri0r?!l?rJn-unna1 drfi ndunruluu,siac host rfr or]rairllfl u

lndications of Compromise (tOC) diaran:yvrlrYl frost riul
d.b.c(. 6M:nri1vrunulu!runltet:ro{unr:Iou6mrund lP address, Port,

Application, User :tudt :vtynfruurr (Geolocation)16'

d.b.oo. 6'u.r'D0i1lrio4a6'olara'o (security inteLligence) viflufluu lP address,

URL uas DNS olrrr{1ro{,J6nfirue4 ldodurl{'tolnr:rdousiohJd'o.ra.ra'u

u:at!!aoorulo
<.b.oo. lditrrn:ml nrurjaoorYu FCC, UL, tEC, VCCI r,rio fN rfluotirlriou
d.b.6.)b. a1 1rnri1 lntrusion Recommended Rules loaorfru{olafidunrorn

:vrutniodra 01fi operating Systems, Server and clien't application
.Jo

protocols Lyr0u'r!1a:1{ lntrusion potiry L14r14rJ1ua fIu:v1]utn5ot'tu L0

<.b.ocn. fi :vuuuivr:o'onr: tPS n1n1o(udnar{naarlr:nuirar:r.iru

Command-Line uio Graphic User tnterface louairurirull HTTPS lei

d.b.od. 61rJ'D01d{rurro:fl u lPvu vrssnr:o-nnr:q!n:ni uavnr:n:?n6o!tola
n1:I{rJg'

d.b.od. 61r.r'15o1rinr:drrnr::vuu t eS 16'qlqoLirio un'jr U qrJ n:nI

/d.b.ob. ar rtoa'on1t...

(ado) :l:vorun::lnt: raodor......* ...n5:tJn15 ........n::!fl15
(urau::or uo'16'uyi) (urramlnrnr uu6oora) (urun!n r::ouiio)



(arfio)

$au[?nta.r{1u (Terms of Reference: TOR)

Inrrnr:rYnrur:suuuSnr:riruYu{rJ:vriunudrucyber Security I:lttaruraqo:orfi
rJ:yiirt quil:rilr 6u bdbr,

d.b.ob. aMinn'onr:o'orfir.'] Log uavarur:odr Log hJfi:uru{'otir Log

(udna1{ (Centralized Log Management) lqu:a.iiunr:o-q;il{oXault

rdr:ria (SSUrcP) lnuaur:o16r{oqakihirioun'jr 
"o 

druwqnr:ni
- s" J

d.b.osr. dM:nuosNLu!!rtL!t0{ VirtuaI appLiance a.llo.i5lJ Hypervisor

VMware u6o ra/'rr ki'riiuoalr.rrloo

<.b.oa. :oriruilr u n?rrlo'rva'nhifi ou n'i1 mb G B uac:o.rili;ru?u vcPU alao

tilrioon'ir a vcpu

<.to.oc<. :o.liurJirLrruurltqnr:oi (events) a'ruiro'oriu!urailrunrrliirdr:o'!
(storage) turotririoo n'jr uao GB

d.b.bo. 6M:n1ir Network Discovery and ldentity durairl Host Profile
i4

Lvrouao{:ruav[ouotrortnio.: orfi Domain, lP Address, Hostname,

NetBlOS name, MAC Addresses (TTL), Host type, Indications of

Compromise, Operating System, Apptications, Users [av

VuLnerabiLities tdrfl lodrlrioo
d.b.b6,. 61rliinseu ttact'oa'rd'!nIild16'rlJto{n'lilail6fi rfi ndruuro'srlrr:ifi

AutomaticaL[y corre|.ating and prioritizing attack event

d.b.bb. a'ru'rrnarn:rclido{udnrulu:v!r tniorira uacttuvdr security policies
I .v
vlL14 1Ua! LO

.) ^ 2 a
d.le.tem. a]tJl:n5?:Jtvglnls6uyltnntuLuttfl as Host LOUaMl0l?}]lfi En'l:tUS1n

network, endpoint, intrusion tl6c security intettigence ld
d.b.bd. a1s.J1:0 ilurirnr:uao.:era!o{ Customizabte Dashboard :1!fiiai1i

TempLate Report td
d.b.bd a1 l5ngr51Oao1jafl',tuu Device heatth monitoring to.ioinSni Firewatl

!"
YtLr',lLAUO[O

d.b.bb. io{i1Jnr:16oreionlnru!unluuonrfi o6{ialani:h:Jer'n'rn :uuLi

fl1ul]on (6nrd Party Threat feeO) lfi louiiTr:3l]u sTlX,/TAXll

ra6o Flat files td'

d.te.b6',. :o.ri"!n1:irrio4aornqrJn:ninruuon tdu:su1r VutnerabiIity
J"J

Mana gement ufi orjuiL{-[unr:rilvdun?1].r[auwor:cuuld
) v .jl u-

d.le.bd. iuu!fr rauogio{ri1.r1uo{!uis!!!i!5n1rfftdirnr:oua uasdiluovrloe
- !..

e'it.r6oldnaoo:cuv:"ur.J:adu c il uavarur:o6om"rlduu:vr.rtUfr r-Tnr:

t)r*rr", KVM, AWS, Azure, GCP, OCl, Nutanix, Hyper flex [asopen

Stact< ldrfluodrlriou

!"
/d.to.loc(. lJ:UY-l UltaUO .

raodor.......l[ (a6o..tl:votun::l nt:
ir6'uvril

. nl5!n15 ....n55lJn15

(utul::o.r u (lxarrlnrnr !u6o{ra) (rro4fi : r::ouiflo)



llOU[1rlt,O{{'1U (Terms of Reference: TOR)

In:{nrrnifl urrcuuuinl?ft iliu{U:rriuerurirucyber Security I:rua1u1aqoto1fi

rl:ssirfl{uil:sl1 hdbm,

<.tr.t ot. uidrrdrirrauoovd'o{riiunr:usilgrv.rodrrrfluur.rnr: lunr:du!:vra
J! -v )a, J

{1Unl.ru01n!tuvrvrrr.Julj:uvaM t 0{lJ:'t vrr.rr.rafl lvrlJtv0l LlrUtuLyfi
" ,l
LYlul Lvt']uu

<.m. qr-ln:nir.lorriunr:rnlnlSrtto{ (Web Appl.ication FirewaLl.)
, . ' ' - , , ,t

!qru6!1J0n,l 0nlruoon0r0 l,1Ju

<.en.o. rfl uqrJ n:nirit,rrirfrunr:rJolriudrl web Application lrio Web Service

lourorrcarilr:n6ofrflupirfi uotn:nilro:rruturo .nt dr Li
<.*.rE. fitiolrdolsiotrlJ!rniodrJ (networt< tnteriace) LL!u oolooo,/oooo

Base-T r,rio6n'iro'1u?drifioern'ir m tio.r

<.*.r. inrrrrtirlunr:ai.u.iruto4a (Th rou gh put) lririou n'ir doo M bps uio

:olitnr:d.lilrurio4aldLirioun'jr r(,ooo Transactions rioiurfi

d.m.d. 6'uJ1i0u3fil:o"on1:olntnirjruyri{ 5[nttJ Web Browser raio CU ld'rflu

otirrfoo

d.6n.d. a'u'r:flrri?ooT!ilqfinttunr:1drru Web Apptication tol{drirrLrldlinr:
Web Appl.ication uurnio'iaorLfi ?rnoiurirjrurirll ld

. ri "<.m.r. qrJn:nifirirrauoov6'olaur:olr'rlruuul In-Line (Bridge) r,tio

Transparent uau Span-mode (Monitor) dryiun:roaotnqfr n::uki
rfluodr.rriou

d.m.6'r. inil!61!r:nlunr:rir.:ruuac!nfl o.i Web AppLication oir.:1 Lilora

:o\iu HTTPS ldrfl uoeir.:riou

d.m.d. al''r:0rfiuuavdr:ruav16uouavn:roaolnr:1dflu (Loggin/Monitoring)

lugrJuu Systog ld'

d.m.c(. 6M:n!iutfi urtrar (Time Synchronization) rYr.tqrJn:ain1uuon16'

d.6n.oo. :o.rirfl '):fl orriunr:qnlol6riruiSrir'r1 Li'oejr.:rioo pYld

d.m.oo.o. Cross-site Scripting

d.m.oo.lo. Cookie Poisoning

d.6n.oo.6n. Buffer Overflow

d.cn.oo.d. SQL injection

d.m.oo. au'ltolir:ruounr:nnloldldlu:rl uuu grl,lL yio PDF nia XLS il;a
nn?1

<.sn.ote. 6'111501{{.lu9r'rxx'roto'ru IPvb 16'

/d.d. a1cd'nn...

taudul.(-i)4...t:corun::rnr:
(uru!::o.r udr6'uvri)

(ardo) { n:t!n15 fi5:! n1:

(ur.:am6nrnr tra6a':r,ia)

(al

(lruni
'l11:15:51J

iio)



tauttntio{.i'ru (Terms of Reference: TOR)

In:':nr:riruur:vuuuBnr:dtaiu{r-l:vfi'uorud'rucyber Security I:tuu1u16qor61fi

il:lsirthu!:curru b(bs,

<.<. Ftivrd Software Endpoint Protection druru 
",ooo 

Htfivtd
- , , '!1ln arJ!0n'uluon1uuo0.!9to lllu

d.d.o. a'ttJ1:01i1trlrju:uulrJfrri6nl5 Wndows s/, \Mndow Server bood Rb

raiolrailn'ir, ARM-based uLr Windows oo, Windows Embedded,

windows tor lpirihotir.rrio0 uac:oliun't:fi osrs.tuu macoS, Android,

iOS uav Linux

d.d.b. Iil: ufl rldorrYuhiaru \Mndows arilr:0fi oos.il-tu na rd orive Io u'W#ld

lilrfiu groo MB

<.<.*. hl:un:lrlorriul'l:-aatn:orJorrYuiYtrqnnruJrrmvrei'r.i 1 kivil t<no*n &

unknown malware, fite Less, ma[ware less :u6l ransom ware

d.d.d. tvuu Cotlective lntelLigence, Anti-phishing, BehavioraI bLocking Ltav

loA detection lunr:'tirufl ornTufiunnnrrtsirl 1 lir.:rul.iru:vut cLoud-

based management Ul

d.d.d. !nrrr{1rfiaioua1unr:ril{:utl cLoud fi'.irru! SSL protoco[ utar

BLowhsh

d.d.b. aM:fl9l5roaal{o4a hardware & software lnventory, ul?aao!

software change Log rtacfi:vuu fiLter lunr:n:otdo!a uac6']1.J1:0oon

scheduled report loro6lrYl filter ld
d.d.6'r. a1u1:09rl1oao!n'liGrJ,rfllnr:'ldlru CPU, Memory, Disk n1u1,! bd

.i. J,
t? ItJ.ivtfl'tu 1!9t

d.d.d. aM:01i'r web fittering rfranrlqlnr:nir6lrillts{nr:rtj':lnaldri, uuel

uava'r'r:0n:?aaou web access monitoring qanrunr:nlHirriultdrrol

qnrjr aloo utiwT lral'lnr,,r{ uavolu6'l

<.d.<. aur:nrir device controL rdo.irriqbl'l#l{q!n:nirdouriodtl'loiiuowgrn

louutilrl:crnvldoua{rJ rdu removabte storage drive, mobiLe, lmaging

device, CDIDVD riluriu

d.d.oo. 6'u]ll0ritvuonr:rirlruto.l fi rewaL[ lfin?tqrL rufiudnar{ou admin

uionrrqulouqnrirulu;rJrru personaL fi rewaLL uasinrt!a'ur:n1u
n'r:r41{1uu!! tDS 16' uavaur:nW firewaLL lunr:n?!n}l connection

J"
toilrj:un:rfrrirvuold

d.d.ocr. alurrnfrnr:t!duuurJar poLiry rn6olqnrjrurfl u:rurniorld Ioubioio.:

rirnr:uun group

d.d.ob. 6lurinli!uqildonrrrru6'r16oudrndol locaL tfl unrurtvruld'rdofi nr:
- -!911?{0urnqtu

/d.d..c,,'l'. aur:ola'on.

to od. lQ-Ir,... rl : c oru n : :! nt:
(urEJ!::o.r uo'riuvri)

(a{!0).... + ...n5:l.lfrr5 (ar6o) ntirnll
(urrarrfr nrnr ua6orvra) ul8n!'] 11i0u1l.J0 )



t,OU[lJ0lgO.f {'tU (Terms of Reference: TOR)

In:{nr:#ruur:cuuuBn1t6i1fiYu{il:vfiunuoi'ruCyber Security lrlnolulaooi6'rfi
rJ:rsirfl q.ril:cilrru bdbe,

d.d.orm. atrlint6on'ltitrl policy lfrvarurJ:vlnlt'hnoufrr rnoirafir group Toufi

nr:utjrl:vmlr pol.iry oonlfluraarudru rdu nr:o'nrqy, nr:drrir proxy,
Z , i .. J Jnl:fl{n1 antivirus Lou potiry rl1{ "lrl0{ LI0uiltlflu Luyu.i potiry rfloLYut

narl6out]ilunr:ldru
d.d.ord nlto'vitorgrudo4ahia (signature) r.iru ctoud hosting flritinr:oiortri

1]'tu:5't1t ISO bs'rlooo [tau 5A56'10 Certified rfluodr{rioU

d.d.od. fl'rli'ri0ri1i4uol#er-ruylulilyrjruyEordlrorzu6nfiruc{ arrlr:nv6olil
41u150td16{ web conso[e torolrin:ld

d.d.6)b. Al ltosrs'i scheduted report LLIJ1J executive a:r.J:'rutiOqanrn:rr yiO

dr{ouara rvnr fitter daitt{
J,JO

d.d.osr. tjvlt00Sni']04o! Risk {xU Ll4tvun'lfl tl'l1 tAU.i10.i ttqautAlo.i Ll.o.lnn:
s'd,vtr

n1nuirylri1{ 1 IourrulufJuraaru:s6'uqrurilul uavarrr:nrirrirnru
J,J

rau.ilJo.i u.ilrt]vl detect Lo

d.d.od. a1 ri0d'{rit anti-tamper flotrj'u:srr: Shadow Copy ta{ Windows
-;!'Lfrrlaooflu0l{uoinriuFrnFrlr.rnlu!on !uvfir dashboard lJoflirunirt

antivirus ki
<.<.oct. iuvrnlulad Decoy Fil.es tfir Layer nr:rlorfiu r.unrorn *ur" 6n{u

AI
lYlOl4UOU{n1:vli.l'lutO.1 process nl:t1l1iyA
-- ti'

<.<.too. fi fl trit-u VuLnerability Assessment lun15lofr taoi patch, software

update, uau end-of-Life !uiui.rir!i!Tn1: Windows, Linux uau

lvlacOS endpoint (n:ria' aOd on: Patch lManagement nsd1lrin1i1l6'
:3 e g -unOtfiud'ranr: deploy dnluffiuavsr'l schedule llSod'r task ilru

portat t9l)

d.d.bo. fi:uu.l Network Attack Protection a1l]ltnaunl] traffic lu network

LLIJ! reat-time rdo{orrYunr:lorornru"[u

d.d.bb. ars.rlin#{rir:vw Computer Maintenance tj':u'[unr:altarcjuuavdorLa
J J - J a )Y -ro{raso.ifi or.iri!liou1tfr fr'r fi tter lfl#{oqaliluaofl uaodsai?ilri!

J iov
tfi50{vt Lt.l'tL{lu! nn!L

d.d.bm. fi:yuj Zero-Trust Apptication Service al l:0itn:rvflrqFn::ulol.v
bieivtohl:un:rriu1'jroium:rar,tialil (cLassifi es ooo96 of processes)

at,, e a e
rnrtluouor:ruuSohirirrfi ofi odola1il1infililtfLfilyldv5o1t:urn:rL

rilna'rraur:n run td loulillrunr!{ni! aig Data L[6v Machine
id

Learning 6rfi nruarur:olun1ido.rriun1:ri1.11uto{ unknown threat,

tarqeted attack, fite less or malware less attack [!as ransomware

nx [yt] .l to

/d.d.ted. firvul-..

(aito) + .. fl551.1n15 (n{to n t:l.ln't:
(urlar':$orrnr u.l6orna) (ura4fi :'r::ouifio)

tuo,j u 1...Q-.!.tl:vorun::r nr:
(uru!::or udr6'uvri)



o)...

tourtnto{.l'lu (Terms of Reference: TOR)

In:.tnr:riruur:suuu3nr:dtriu{rJ:;riuorud'rucyber security I:o,rururaoo:orfi
rJ:sqirtJ.iu!:silr6u bdbe,

d.d.bd. iisuu Threat Hunting qi?oa"! Indicators of attack (lOA) lirnr:
n:?ao-!Llavirn:1vti event a'nuruvnr:lolsr'sir.r 1 drfi oduururt.rln

6rn-l lartRE ATT&GK Matrix

d.d.bd. 6'rrJlin unnr:loln'rorhiattavu6n'!:'ru.i11.rirarqfrni:rJn1ryrh.i11.rro.i

biariu 1 oiruririirL6'unr:ririlua!6.iiuqonlrrir{ruld'riru:cuu

Sandboxing ult physical louuaolzuatfJu activity graph

d.d.bb. a'rl150ri'n4un Authorized Software lfi!:rrn:!ronrcylr.i iolj:un:1fi
railruqunToJurduro.:lrionudannT :rirslulou:v!u Zero-Trust uriu-.rnn

aunuua si ln:r vrioirunru aoon-uotirrjooadr
i J - t)^ J re .l a.

d.d.bsr. 6'rlJ1:04{ isolate rn5onn0 yl?Lgr05yr9rqgi.i aqent [1 !v10llun1lon nl:
J
ttoroiooondnruuonylndo{yr.}{li'ufr Iouovl'tonrv connection l,o.i

Watch Guard Endpoinlvirriuduilld'lruid

<.o.toa. fi6r6ydnr:ldmutririoundr o il t rn'au

d.d.b6(. tridyldrirrauaocd'0il6i!nr:rurirsY.rodrrrtluytl{n1r lunlruru!ivila
v,4 g "

n1un5nua1n!:By[a'l10.l ar]n fl ryr1ul.]

-c - t,-
d.d.mo r.l'U1unolio ln1]on1509l0{:U1lU:n1j'ln?MlAooflU l?lJ nn Afl1:

ldlruua;{fiorir1.:inur:crltlrir.i 1 rflurona'nn1urlmu iiruru o tsr

iiuroulfiuri l:.lrorrraoo:orfi lou uaol:ruac16uorfl udunor.rdarur:o

rirnrTl r{rlotriiru
eav

d.d.6no !n1i000lJirJ01Uyl0qn?''lll: [14[tntnlUU''lyl i.lOUAfy!!A']5aUt fit0.i

I:rtrurlraon:orfi vriolviso'nlirronar:tJ:vnornr:or:ldt,,lilfirririuL
OU:'J

d ,td.nltluu:sfl ut|t'rua![ouin{u
d.o n1iillil:ufliunrunrrudrnr:6nfr.:eitaiu:vulinurnllltiaaon-u ltauayt6

n1il{t1u Hardware/software t?r.rfi.in1tdr:{inrirbi:vurryriolld.rrdririoun'ir o t loslrii
: - ,w !snlttaluLo 3l r rn 9raon:cuvt?al6ifulJ1 Ll!u0'r!, [5ir1u11]laon:d'tt n:2o5urlolJtiao

) v qv
d.b ru1.J1uo0{o$a!1in:flu't:vlJU:nu1o?'t:J!a0nriu L1i0u tuAnllltly{i01] Lti'1l.J

, Z , J,.,
to[1ju0u1{n[av u:vavon1 oqra:Jo oul{uou m [o0u00 o n5{ ylo [111.10un1'l d F]5{o0! uay

. .) J
olrlnlo version 00v{vrLt'ltvr Lnu?t0{0u'r{uourln b Lri0u (n1r.l) yi0 tra?uoona.ioaoo:JUvL?a1a-fufu1

a. sn nr:1firinr:tir:linur:cuuin'urnlru a onn"u,uol l:ln o rrra oo:orfi ua c/
r,tionr:o'nrn:o verston soylviurid rdt:r,or luusiavnri rirruoiordoriruavdwar:raruaranr:

. J6 -rirr u.rruuavnr:lfrinr: (Service Report) uav Logbook/Check list ro{{lufrri']t lnr: lu:rjrrtrj
lonar::ttimudruru o qo lrifi'r: I:lnurlraoo:orfi nrulu oa ir., ri!udiudtd$r'rr,iulruluurias
nr'iua?tat0

. --l/d.d L!n: vr..

L:y51Ln::!n1: (ado).... { .n:51]n1: .nt:!n1:(a{r

(urar::or ruouau 5) (urram!nrnr ru6o.:na)

(a

(urun vl:1:t01t?ua



(aito)

tJoUll,n!o.i.ilu (Terms of Reference: TOR)

Ia:rnr:riruur:cuuuinr:dtriu{rJ:rfi'unufrruCyber Security T:.rr,tu1ulaqoro1fi
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