
I:'l{

il::nrno'luiaon:sriiar-
Gar rJ:cnrc:rar0oapinniaoufitnaf il"ru,lu d :1un1t dt,tiunr:riruur:ruuuinr:druiu

{ilrln'unuf,ru Cyber security l:tusruraoa:s,lii
drui6U:rnrn:rar616nyr:ofi nd (e-bidding)

o-rr,rinqo:orfi inrrlrJ:ca,rr{osd:snro:rnrdoalrYrur{no:Lfirrnoi o"rutu d :1un1:
rit,riunr:nhur:suuuBnr:6'ruiu{thvriunuriru Cyber security 1:rnorlraoo:orfi oirui6ri:ynro:rnr
6rHnvr:ofinri (e-bidding) r1R1na1{,uo.:.i'ru{o1unr:rJ:vnrnr',lo',oiod rfluriurf.:#u sn,c(bo,ooo.oo

t 4 , -Ju']vr (6'r a1uLn1uaua0{utlulj1yln?u) ri{u

o. qrJn:niflo.lrYurniarjru FirewaLt iiru.:u o rnio.l

u. qrJn:niflo.:rYunr:rlnlnridrd iiru':u . to
m. 0Un:fuuo{nUUavn:?nllunl:Un5n {1U?U o trl

d. svuuqtt?o{! uavnouauo.:riorYuqnnr:rdtaiurniol uririru uav rniola nrjr u rirururi,

o,ooo License

ya u *-,"..y
f.letutotauonuna.i!nfualluo 9i{no Lr Jur,i

o. inlrlarlr:onlxnluulu
b. Ll[uU!nfrAAUayAlU

*. hioti:vu'ir.:6nfi onr:
r '4 a , I v u.e;,d. tuLtJuunnag.tou:v14?'N0n:J,iun.t:uutoraua S0lildrurUtd!ilil?u{rutoliolid?n:r:

4 a, v/q',rfio.:ornrflu{frhiilrurnrur4nrtJ:triuaranr:rJfrr-i6{ruro.!frurvnoun'mn'r :uLfiu! dfrlunS'jrnr:
:

n:vm:alnr:na'lriruuoorrufrrJ:ynrflB.tu[ry{:1,u:vulJrniarjruar:autytfltorn:lrirydnarr
t4 tc. 1-- - . _1,tq u < A u* 4.,sa, w!d. [r.truuunfiar{0n5vw0 ti Lrurut:.]ut0rrn.!11]Lrav [or!d.: [auufiolrirflu{frllru to,r

r,lrjaaru,uoriglu:vuurniad')ua;ur,rnr.onrrrirginar.r dl:rudrifiqnnafi{.dr.rrurflufiru{i'nnr:''' -i-'- 'i.i - -'--'i--'
. c.r !'nl5rln1l0anfl'E Elut1,!''t: RrJ0'1u'to LunltrllltJu{'1u Luflnn'15{a{{dunnauu6?u
t,du J s. - ! - .b. rJnrua!unu,as[!!anu ufl0{r11let.']r.trnuvn:l!n1:uluu.tunli{oioioril,ruay

n'l:1ri141:fiaonlnigrirrauo'tu:rtfi anl4unu't
c, -a e4 4 - ), Ac

sr. tuuun!nnari!o1!y{tJ'lu it9tliu:vn?o51n,td16nu:olnaiol{na1?
, r - - v) u q 4 v 4 e qe ts ud. tllJtUuilllr.laU:v Iutu:?!r1un-u But0rauai']nrlluAxfrrirEurarauohiurid'lr]lSoao:srt a -'' - i _- -

ou*
ru ?uu5c n1flu:vn?o:lnloranyl:0una 

'fiat 
[rJ11]uEn:v.ri1n.t:0-I[{unr:t-nt.ltlnr:uilnt-u:rnrotjr.tr u

n::x lun1: :cnrn:rnr616nvr:ainiin{ld
+ J - o - i ,- ! , t ,a e4c(. trltuutlLo:utana d iaa'1lr]nul-u {{01ou0rao [lool{unralyo riuuriigura,UowiEu

o qsao i - t
tuouauokiiirira"raasronarBuayntlldurYurti,.r.irriu

b/(oo).....



-b-

.o. fiEudorauofi 6u{asualu:rjuuutol "fi onr:iudr" oiorfi azuaurifi o'rd
aAv 4 a vp, -fliruytra0tnattJtl2lnflt!'lt?rJn1n't1,ufi!14r.lrl,.D?!n1:.'lu Lotlufiu{tuur,lttl.t:? n1uan

v)
flofina,ffivl,r?'r'ir.ltl,'t:?rallufl0nl]n15n1uu9,aoaluyu1ytuasn't1l.ltuHot0u tu1l5 .t6u.i.tu a.!10.:yio anl

9A
mlriaryqJ'rl,0.1Blr",tl15?!n1uanrJlnn?1 r,U't:?lJn1:'tuttuYlnllu

e q 4 a, yy, -n:fuyl?anna{:cu?1.ir,ttlj''l:?!n1n1 1.ln !14 t?'t:'txn't:'tu Lot''lu14u{Lilualfl15?!6,t dn
vloqu)Aun

flQn1::? n'ruuna{ ttria{']ulj0{{nJ1l't n'tydntlu!0u2Lijur.ta.rlu.tjo.:dnnl:i2tl61fr8u{orauo
e ... ? ] v4^o.

d'r1r51J1l0srna{1y1,1't1{r.rtl,'r:?unlyrHJ Lonluuo I aLt1111l6'15'tu Lot!1]r.JL?J'ti?tln'tfidn
Y ) T J"

irH,'t:?!JFllun:1u0J010!!nfua!u0tntu0?uflnlt[{au lt1ln1fiu9l [? tuLan6lIttrut2u
n:oiddoslna{:c14'Jrl{rdrirldrrirr,runtifinr:lour,rlrufrr{rj'ludr:ru1oi1uilfirrturi

dv a - 4v
Euiorauo luuufi om:iud't n'uEu{oraxoo,:neirehiriolfi rari.:f, olouii.lu1a

e!ll.,l.v" v q a" y4 v
a1u:!toflfla{:c}1?1.14rr115?r.rR1vr l! tFlfllr4uo 114 4 rt'r:?:J n'151u Ln[iJuryUu!otauo,iLd1il!

oJc.ja"vAyq
nlyrn:1u0cal0.!a{a1u 0t0!ulru,:a0 0u0l1J,lo LyEtij.t:?r6.'151u !o:1ul4ii.t[tJur.l0utjataua Luul nonltS?!!n

R1
eae aau . -!-.oo. qluulotauo910!a{ vtuuuyltJtolannoo.:n5un?!Iu:vuudorrozi-oa.t{n1n5nolund

616nvr:aiinai (Etectronic Government Pro,:urement : e-GP) rainirdruinal.i
e4 e - -!olo. HUU?OIAUO0tO{I:JAAlAyliifl AiRnnl: d.!u
, , - . :'-u1 -,t <, .. e- J: ,r i,r y
(o) n: HUUI'otauotulrun!nnafl0o0r.:tufl1!nlur]'lu Lyrut.: Lo0oyryruuurflun?1 6) !

i^ -r. e - !a9A{U anlAyr0'u0{nanl: 01nr,tan1{iy14?1nauyl5 uafldrn9l?ul4u;iua d fi :1n, Lu{uuao.i61uvn.t:Llufr!
e' e A e ' 4 , -A vn15mi?AlU:0{m? O{ncalo.lU"d0.in1!1JUU?n o UAoyllUnoUaUtiult0tAUo

-s4 y d- Jl ! j -r,4(b) n: HUU1JotauonJltugluanardod{t unl nl ll'tuI u t.:ur [:]rn15l.tu,t.1u{1Ju6n{
.4u61uvn15t{unun: 1ltllu15:n0n1ln1 Lu e'l'i 1n1ln']l4uo an11o{vruooytv[!uu Lour.tEiutorauooJno{n! --- i --- ----- - '-i;--'-'_ --

d !d e ! .ta e 4 ti, tvluoovlvtuuuyrt:untl:y!an1yuua? fu ?ul'luul,0l,6u0 llt0i1nl1 o aluu.tyl
(*) eirvrirnr:{ndodntirrnirrafi.:fifi':rriurfiu doo,ooo urylduhl n:oiai6uriorauo

tfluunaas::rior lnufin1i 1n1n fif,o:-u:auiryiriudrntrirfiu c<o fii douiu6udorauo Ioufro,rifuiuilrn
1 q u a a , a jJn{[ ao Lul]flJtEuln'l:[UU!an1 o Lu d t0.i:!An1{!lJivll'rtut0n Ln:{n1:u50i1Un1lfiBUraraua LUUflay

V c,. -!-. .i-n:{ uavvlm'!u {uvn15ant009l01nu50r,ll1Jr.r [o5!n1Ir]-nki0n0un0{u,6o.:u!.!Aoiuio.!ffuttlur.Jrnfrfrqarir

d": n dm d n n:"1yfr ':lurlua': ur u'tudrg ry r
t .\ ' - -1a!a e , td(d) nlruyluUlJl,0lAua UJxIan16 nta{flon1:u:AylUotlyrvl,UUu 1450!un Lr.t[n-U{vrOfrOJiiol v ea r - - J s - - J JJrlr"ruulroLau0 aiuuljorduoal!'):01t0?.rr{ua.ut tto Louet0.ir.t?.!tiudurt0 6) Lu d tio,:!aFi1{utj5cll16uiEu--ii- ''--_-_-'

e 1 ! ! ,- 4 J o - - tAt-'ttotauolunilfu (duttofrournr:n1ulurJ:yLvrpt viouidyriuuuraiauBfvrriuvruradnuivrtifitriYuorirgrnhi
- n -rrJ:vnotfronr:tiu1utfrorrl:il'ttltrj uaJ l::fla!5:n0rirrj:ynjunrlrj:vn1flto{nu1n.tiu,l,iltJ:vrmnlyu nrl

tr -- - J , r
iluioui$uLiuuufrournr:ur,iuj:vtvnlvruu.ftriuu'tvivnr! loufia1rru1n'rnuonrtui? ro{rrriu?u16ofi

r ,v a i. -drf'rrrulvdil:oi 1,!5afiiirfn{1uarr'li1l:o{ (n:rlidiuuoudru10n1n.i1fin.r1ulur1j) 6laonl#udfi6u
au4 e

iotauo iluilriuduiorauohiriu c<o r"u)

(a) n:finrrL (o) - (d enriuairuiun:fid'lriohJd

ta."l n:fi vr'{iiuda,aua rfl urarjru.:ru.uorit
(a.rr) ifi rlnnad{n,#,:dunr!nlilurulfl udoqj:vra.jrlnr:fi urinon.rin1
' -;v{rr:1tlJqJ{dailayaru (adufr oo) n.6. br:bo

sLlntiu---..--.



-(I]-
va o r a e -t,, - a - i
auul,0tauaoo.lulJtola1]ouiv!aro:1nl 't{tJUUtoiadn{1.rR1n5602uij|'tinyt:ound Luiuyl

tvu'ir':nar 6.:

6.auloar:Lr:otaiulonalrtliun?ni1nr616nvr:ofinei Ifluo'r?{l}1aqrona15yr1.!iuuurn{a
ve ^d -A-e,eX ,-.i

00n1.rn1n:60luaranr:0una u?tB au't41!:un1flii01r0d0i1.t [0d.iunauta!:un1floud.r?urauo:1n1
ea v . c.! ,- a,(ulJt0rauaa'lx']tfl0nr,9r:u'lrafla1:1jarau0ln9i{trnauytlJivnlfinurl{auraua:'tn1

{aultatrr:nq:ruavrSunti'dr5ukrd www.gprocurement.go.th uioaor-rnuurilu:f,yrri
l4tJ1Utat o-dlotod-grmbm sio *d6}d luiullAcr?a1:1tfl1i

riaulooiornr:u:ruiluav16rJnrfr!rfilrfiurriuanrufi raiouurgil:raav16un Til:naou01l

tl1dfl:{au1u1aoo:orfi r.i'ruyl1.:6uaei phh4l0l@heatth.moph.go.th r,rtado.rvrrlnurdnrufrginal.i

ritauonru'luiud .......bauc, Inu1:rlrurulaonrolii osduo.i:rua"r6uarrilndmdruyr'r
riutted www.udh.go.th u6o www.gprocurement.go.th

:vnrn zu iud (r\ <,y!a1fnl I'i.n- bdb6'J

(urua:n,:d uaulatri)
:0.:rio:rulunr: ranr:uny Jaw. 1

Ynnr n r:1uil'r ur-nj,r {tir ur u nr :l:ln urul a 0 q:rlr.l
r J! ili :rtn r :ur u{i r :rt n r : l-lr.rr-n q a :ori



5.hl

ranalflhsnmrlardaf,rueftJ:cnar:rar6rSnyr:afi nd (e-biddins)

rard llrlc*ld

,l
rJ:snao:rar6oayirur{aouf,tnai druru d t1un1t dtaiunrrVruurtcuuuinr:driliu

{rhuriuau#T u Cyber security l:tnururaoa:orfi

f,roi6rJ:cn?n:rnr6rSnvr:afi nd (e-bidding)

n1!ut!n'I6 0{u2iarr51u
U4

A{21Y1 o 6u?1ffll bctc,

o'rr.rioqrr:orfi ii.:oiotudriun'jr 't'lqin' fin'trilil:cardov :vnro:rnrdorirui6
-t!:vn?o:1n10tan touna fl1 t1un15 0{u

o. qrJn:oirlolniurnioriru Firewa(t riru'lu . rndol

u. qrJn:nJrJo.rrYunr:un:nriuhd o'ruru o qo

rn. orJn:ojr]o,rnjuuacn:'todunr:un:n thutl o tnra

<. :vuun:roduuacnouauo{dofiuannruiirr,riurnSa.ruilriruuavrnio.lan,riru

dlu:u o,ooo License

u J ! le
fiaqfrov6oioiorrfluto':uvi toil,rari kirnuldlrumriou hirfluto.rrrirrfiu oqluanrn

.) qr lvu { Jo I . ^-,yl0v tt.r1u t9yruyt uavrJnuaflu vrallly9tS{fl1u?ln1uufl 12lutonfl1:rJlvn?0:''lF.td00?u,:iiutcn?o
- . - Jr - , , .t:lRlaran 50Un60UUU lnur]t ouuuuluay,i,ofi1l4ufl 9i{na[uu

-Co. €na'l:ll1.lUy1'le,lonA'llU:J n2Ol'1R10lainyl:OUnA

or.o irl:ruavtSantaunrflr,o.rlruyfiln:{n1: (Terms of Reference : TOR)

o.b uuuluraua:rnrfi rituurrlflu:vuunr:{at{ot'n{,xnrnirdr a

otafl tound

o.dl

o.d

-!tluu6qqJ1{olJ1 uno!11?rna:
-- |

uuu141r{aaR'ruSvnu

(o) raa"nr.l:vrYua'rgrgr

u fier1ll

(o) {iaratl:vltrtriiruYu
(b) nr:'rioriarrnr:urirriuoeir.:rfluo::u

i" - I - e
uu1J1J6Url0na1:yrnluuq t2[u:vuultolrooeti1{n']niset2u0rdn :orna

,J(oJ UfUt[onal:A2UYl o
,)(b) uflJ$on61:a2u b

urunt:r4rlruo.G'i

e!e
nEuaIUnto.! r.luura rauo

ls.6, Un?1r.1A'lll1lnmltJnnr4U1U

b.b lrirflurlnnaduavartr

b.sn hioqj:vra'jrrrinfionr:

le

r"Zu.a hirflu..



-b-

b.d hirflurlnnaiiloq]:yra'jr.:nn:viunr:duiorauoySorirdq;rgrn-uvilrtxrutor
-q.i J a. vir,,
:61?t?nl1? Lu0.!a'lnrtjur.r Lr lutn ?rn1:U:v Ll.tur{an1:UrUfi.:'tu!a{ilUtc n ounl:q1r:c ruuu
!-vr:o u0:?1n1inlryi5?.in't:Ra'.trirulonrufirJ:yn1fllalu[1rdh:yuurRiod1u6.l:6uryl?tra.r

n: lJfutnal'l

b.d lrjrflur1anad.:qn:vr1dolflu:jrgfi:rtriio{#wruuav16'u,ftriuuiiolfirflu{d.:

{'ruro!u ?u.ilurorY-q'[u:vuurniodrual:6uryrflro.iar!riqJinal! dr:u6.rifiqnnad{dwrurfluat,
g.

uua'tuQ{on15 ni:!n1:fl0nn1l flu:1411 niu01u1n [un']:d1tuu,t'tul,ufi0nltta{ii6unnauuolu!i

b. b fi n ru a lu? ua vlri i a'nuru c 6'o':fi tr n ru yi n ru v n t t u n l : ulu r r u n r : o'ndo n-o

drr uav nr:rirar:r{aonrnioriruuolu:ttfi oorurunuri
c, AA - i. -cb.s, tuuununoailn0'tt1rtlurIaErulvn?o:'tnltikinu:0nniid.:na,t?

, I o o td s 4 aeAb.d Lrrtuu ualaulc lu!u:?tJ rluflur.l tiun0r6u0:1urrur4 rl1tiut0 Lauo Lrun
a-..v1,

Q':142n fU ?Uu:vn1nu:8 n?O51A',rotainyEollna u50ltlt uan:sr'tnlldutuunl:,[ot?1.: nr:utlr]u
^ , g3

0u1ntuu05:u lunllu:un?n:'rnl0Liinyt:0ilncini{u
\t t c, qeu - { d e - ,,1 i ,b.6( trJtuur.t Lo:u[ondy]Eu5an?'t a!f]u d.l010tJ0La5 t!u0!1'ufl1a I u riuun

o uA p \vao.iqo - d , , U
:6l.i',ra t0ir.ruulr0t6u0 !oun16{ Lyaayt0ndr0Baun't1!n!fluttu21lJu

to."o qi,du{orauoddudorauo'[u;rJu!ura,t 'non'l:ilrdr" eiarfiqrualtfio-.rd
a)v a a

n:fuyluonna.i:ult?1{4t1,1:1rJn1n't uo 1,14t1r11:?rln15'tu lo:'tu14u,: L!u
vl

,.1t1'll2un1fiafl 10n na{:s142'1.1fl ttjl:?rJR't0Unan n1:n'tuuodoa?uuu1?1ua!fl?llliu otou Lu

atrv4uMru{1u a{ro.i14:o aal911x6fufu1t0n tr,']:? n1uan!1nn2''lHt1,1:?!n'm1ui,uy1n:1u

uutotauo

drlti!dosr na.r:ua'ir.:fr rdrirridrfi hikiriryuolfirirtritrdr:r ulrr rfl u
w ) r i.

Htt1:2UFrlyAfl HIIJ',]5?!n1fln:1UiJ00{rJnfud}tur]n:un2unlrjt{0u [tyin']uuo [? Lur0nal:[t'flJt?u
a4v

n:rufr {anna{rvil'ir.rfir{rdrld'rril,runlfiinr:l our,rurufi rdri'ludr :rulo
.i*vAu q v 4y:'ru unllJur.ruutoraua luu'lrJnnn1:5?tJn'] n1:uu10[duo9i.lna1? !!n0{!14 .tdo aud1u']o

driliudonna{:cM'ir.rairdrial6rvr-iritririlauarl,fifrr{rirudr:ru1nriufr6u
a.i4 . qevv t 4 a e4,u0tauo Htlt'151l.ln1yn:1u0yna{a{a1u!oto [u14u{aorloua']u'1i [yr,lLlt't:?rJn']l1u l9t:'tu14u{t[luryd1J

lJot6u0Luu''t n0n15:?!n1
. y"l a Aaw q - ! - .b.oo fl uutatauana{a{7sltjuuyiuoo!anfl qtointu6?uLulJU!d0{a{nd1.:n1niG

d'ru6rHnvr:o0n;i (El.ectronic Government Procurement : e{P) tJo.:nirLiyruina1{
yr' o - --1b.ob tiuul,O tduooa{IrJan1a fi 1,0{ fln n'D o-.!nU{

n:fi fi dogl nal:vu'ir.rfrr{ri:rdr rirrauotfi riurir iurdr:r utoi'r uufi .i rfl u
, , & . o.

,ulr'm':rJnl an non15l?:Jo'tuuna.: rt a.iluljo{BlrlJl:?rJn1yan51ut6u?tilur{a,i1uto,i nan15;?r..l6',1fr

enl(o) n:fi..



-en-

(o) n:fi {6uiorauolfl ufi 6unnafi onoY.:dunrr.,n4r,rlrulyr udild'onvrv ri uu
J. -Jrfrunir o iJ 6'o.rii4arirau6talfronr: orntanx:vr,rirlduvr:lrriqnGrind'rurifiuqvr6firJ:rn41ull

- Ja u v I v , -) s
BAfln51UCn1:!{Uyillfl't:St:?0:Ut0{Ba2 t,:0v9to{uaq{n']l1]u1j?n o Uaoyt,tun0uauUul,otaua

(ro) n:fi {€!utarauarfl u06unnafi {oo'ldunrrn4r,rurulvruiru-11!fi nr:

:1u.i'ru{lJu,ao{!1ucnt:riun"!n:1lriruuro:fionr:dr tvifrn't:6u'tn1ifi.lt4uo:JaFi.'lrjo.tflunnytyrfiuu lqruiI -- i'-- "- _---

v4 e d J4 y - )) y i
Eruu1.r0t6u00vfl0{U14u0oyru LUUuytHUntl5v!an1x1Jua? 6u 2uytuut0tau0 L!n1n?1 6) aluulyl1 r-

(.) druiunr:n'o{or-o{rin*.iuii{iii'xrtuifi u doo,ooo urvrdu\J n:fi {
dutorauorflurlnnaor:uo1 loufior:rurornl,lrisf,o:-u:o.rtTrgtriuairnlrjrfiu cto iu riouiudurioraua

lnudo':firtur.lrnn{tu6o1ufrut6u1nr:riiuuadrrlu<tor4arir.:urJ:ylrruto,:1n:,:nr:uto:runr:d
) v I , J a, . - 4 - e 4 1 eeo
UUt0LAUa Luunavn:.1 uav 'lntuual!Usn1:dO{0don1{ui0rilUtr l,niljn1:o-urd0nncflO{UAnnfiU=iAO
w - d- . dd X :o -:lJ: 0{UqJtt,:ui.i'1fl yl !anlo{na1?0nn:{vtu.i !u?uanu1! tudfuful

t<l n:dd{dudorauohifi XarirquEno{nnn1:utoyruoovryrfi uuraiofi unlri
d ! ed v yA y - - tr r' - - JtllutvrofioyttJ'tuuljoLfluo ituutjotauoal 't:nt0?,tt{udutt0 lot,9t0{rl?{riudu!t0 6) Lu d t0{ aFi1ri'

{r.r!:ctlr ro{nrin1:u;o:runlrddutorauoluuriayn:% (iurdodoula'nn'tulu!icryrn raiouBdyr
u u .4a tu e ^ .

t{uytu14S0l.lluyrtiuytuuanyl:lruytl,o5u0ufu''l0 h41.llv n0!finfl,n r{uyturl,{0n1:fll triuacuSJnou
rdJ,r0:n0n1!:unun1tlulJnlflt0{5u'tn1lu14{u:ytytftLylu ,|l t.tutoutsyttiuyl!fi0u1n1:u14.:rJ:c lyln L u

- J J. - o 'u 4 J6 u
uo'rrluu tlryE'r1J Louy,l0'lt lnlnuortt{ut?!tJo.t?nNuduri0rdltn.tlul rui!ro.r ySayldluh{1u6.11.t

. e u . .y ,e4 e - a - )tu:o.: (nl to:u 0uo1u1aa1na1 n{luLunj) {{aant unBldutotauo iud.tiuuunarauo Lrirfru c<o

?u)

(e) n:nior! (o) - (<) unr{udlraiun:firi'rdolUd
<Jv.l y I ,(d.o) n:flfl 4UUtAlAuat!uvlu'lU{'lUlJ0.i:s

(a.u) fi fi 11nnafi o'nnvrdunr:rnnr,lrT ulyrufi o ei:vr,r'jrlnr:fi u{fr onr:
. -)01 Yi5sl'ltU[-Urll9lAUAvAlU (Aluyl oo) Yt.fi. b(b6)

6r
w dvyantlunl:uu,t 0t6uo

eie 4 .
fluutatauaovn0tLauatona't:uan0''l1JUurJ1lliot.lrIun1:Iau051n.lyl1.ll vu1]

- I - . u v -cnot0ann1.in1n:r9l?uolaflyt:0una tnullunrr]u b alu na
, i -,".JGn.o a?Ufl o oU'l.lUOUtlo.lr]t0nA't:9i.ttt0[lJU

(o) 1un:niai6udorauorilufierrlnna

' o u ovi "(nJ 1,r ua2u61 qJuro?t''t.iIua?ua')no t?!uu?i1[u'1141]{ii05uta.:

n1:an vriuufi ot-qnna frpfi :ruft ar{ueirurio'nnr: rifi druronruqu (riri)

" - .r.l(1') UtUfl n',rnn ioullJytxl4'tlu{1 flo lrt ltdl rulug{d05nt0.: n.ti
-a-vd4vu0oyluruuu ununffa xu{a0utfiruu6u6 utu.ti:1utan:l:Jnl:Rdon1: !t .tu10n?un! (6rI) uavuryt

n0 ul1u Lxfu (n1!)

</(rs)lun:d....



-d-

(b) 1un:fifrdudarauarijuunnao::loryEonruvunnafi ri1dfi cl-unna hi
i . e3
uual[u''rrJn:u:y0''1fl?u:v{'r!uta{Huu a'] ru1lJaflna{yluao{o{nlll'tlrourud?u (n't!) ri1[u'tuor

J-r v- -u:vn1fl?ulvt'rtulro.rrJtljuuua?u yriadlrulyu.lda[9]-uyt't{talrlr u14u6?ui! [ono?irug']d lylu

(en) 1un: ri{duto rauorfl u{6u{o rauoirrr n-ulugruv rilu{d:l dr 1ri6u
e ) rra , . { . ,

a'rru1aflJrlJ1t0{n1:rlj1:1rJR1 tlav!0na1ln1rJli:vu[i Lu (o) 1450 (b) r0,i451r]n.t ua?ueln:

(d) {durio rauofi oluaolua-ngrurd urrYluarirqvrBto.rfi r nr: ri.:d
/\ider'eqed-J<(d.o) tUnlfu{UUllO[aU0IUUUnUnna [xUU.:UUaO{61Uun15t{Uylr.i

' - 4 o s oyJ
nl5llJ:0.!lla? o !aofl 1Un0U?UUUl0tAUo [nUluUUtfllyLtllduolln'1

, ..r AeA u 4 .eA(d.b) lun:fu4uuu0rau0rlJuuana6::l]o1 L14uu14u.tdo:u:0{urlJ!
I ' - o I v s a,jrwalln [!Lnu c(o ?u no!2uuut otauo Ln u htuutfllclt']rauo:1n1 uavoJoo{ u60.ly[{aa5u50{

!d ! )o -urlJrt{urJln !1]anlo{na't?0nn:{yu.l tu2ua.iulu L1]afuful
a)s) t

(<.sn) n:rifi {6uio raxobifi {arirEyr6to.:fi onr:uagfl uanylsrfi uu
- d 'r| d J e e e qod o J .- J J14:0lrB0lltLy,lu{110y]nutt''luulj0tau0 L14uu6''ltlt,t14ti.td05u:0{1.!tiuauLt0 (du[t0r6u.]n15

u u .4ru J
n'lu L1ruIvrvlfi :auruvr[.ruYrlJl4lout't y]r.:uyluxriny511u?i Lotu0q6u10lLr!lvn0uRtnl:rruylulyron15

fllrirduarUrunouq:fi0d1il:vrTu n1u!ivnlnlro.:ou1n1luli.!U:cr filylu n1rrr1udo!3{vrriurlud

Eurnlruilrl:uryrrllfluud.:riuuf iyt:'tu Inufia1:6u10'tnuaoliu:?lro{r.:riu?urdodtirfn.nu'[raqj
g- _-. ---<. Ae- -.t- . . u , '.a qv ,yA y
:lJ10.114:0ylalufl{']ud'n 1:u:o.! (n: !o:u!au01u't0n1n6'tun{'tu L1,1ru) g.:0an trunfluutorau0 uu
<o4 v
n{?UUU1l0taUA Utnu c(o ?U)

(d) dturlurvriuunrnitd
(u) dtur'luflcrfi uunr6larirrfirL

(a) rjrgiro nar:rirufi r n'rrauofikiduniau fiunr:lauo:1nry'r{iyuu
e& -.i'n0odnirrnrniEdrud16nil:oiind olilriuuludo o.u (o) Inulildo{uuutuiiluulJ pDF Fite,n
(Portabte Document Format)

i! 2 e4
ri'sii rio {Eudo rauoril riun'r:ruub'kironar:orrlricg6ronaiid?ufi

" -l -" , ro 6rufl?u 0noo.:ua? :JUUintaoo0l!n'tn:g9l?uol'anT:ounansa:'].!ufu{r0nal5a?ufr 6) 9t1rJuuu
q e ,.qr.s vd y , j'[uda ..u (.) 1#Iou{6udorauohido{uulfrgfironar:deufi o rYrnrirrlugrJul! PDF Fite (Portabte

Document Format)

en.b drufr b ati'u{oodolilronar:n"lsialilfi

t"l 1un:rii{dudor6uoxoudluln'[fi!nna6unrud,]n1iufl u'hiuuufi u-{eo
. i-

tjouolU'lA{{0l11o'ln:u601tJUtl1un{fi!1u ttlUllyaintl1Juafl{d?qlutO{nX0UtilulouaviiiU!O!tilutn
It o 4 e 4 et . , !'vl.ruvln luljou0lu'rnr!uunaa0::uo'tn0{Lllu liu::aunn1?un1!tnn ll.luua?lyi.11_t-u

(b) unnorrfionuav/ :'ouuu: :'tun'uac!6uontua'nuruul,olr,tvrt1:Jrio d.d

(*) drrurrarildo:"u:o{au61 Made tn Thaitand ro,:anroear n::!u?i.r

rj:crilfitilu (drfi)

M<)drrur..



-d-

(<) eirrurlu{uvrvrfi uurirj:v naunr:iaryfi oruronarluavtu'roriou

(sMEs) (fifi)

(c) rirgironar:iirud u ti.rrurdiffi uniolriunr:tauorlniyl'r{:suu
-t -.
o'nfi oi'oi'rmrnigri:u516nil:ain.i nrrruuulu{o o.u (u) Inulrieioluuulu;rJuuu pDF Fite

(PortabLe Document Format)

vrs{d tdo{dudorauosl"tfi unr:uuub',kironar:orurirgiro nar:rirud
-E -, , )b n:!n?u 0nnorLia? rsuuno{0a0n1.in1n5sn?uotrinYtro1jnanuaillrlfutron6l:a?u, b n'l u!u

qeeAo,Jluio o.u (u) lflnu{0udorauohid'0.:uuuriryironar:aitrfi b o-{ndlduJiluuu pDF Fite (portabte

Document Format)

d. nlltal]o:1n1
u1 t, v./y -!-.d.o llUUlJB16UO0l0'!UUl,0lAU0tla3t6LlO:1n']yl'].UsUUiot,OiioA']{n'lnit02U

J. a - rJt 'r ,-.,1 ytr
0rany1:0unan1lJyrfl't14uo [? LLl[0n41:u5rn?n:'lR1trltin :0nnau l,ou trJ,ri0uldLn1 14rau uayoydo.!

! - ldvn:onioa?'rrl lynndo.rn:uritu r5ouyrr-lraa-ntruuan.ld'tnuuasdlnlrdudud'?nuro{lidur[oraualou-i-''----'--

[reronuuu LurauollnlLt.JlijuUU PDF Fite (Portabte Document Format)

d.lo lunr:rauo:rnr1fi'sauo:1n'r rfl uriuuly uayr6uo:1n' drfi uin{.: Guruav

:lnrrdu? lnuraua:rnr:rrJ uasuio:rn'teio14r.i':u uacyiario:run1: nrrrdouhd:vutivirul,uraua
qv e ! t ) , - I -r1n1 l'riond'o{ *1fl :rnr:rlfiraugoveiolq:lnTufl-lfrrratuavd'.:r,rfldo 6r d't uari ua c n-r r,tri.r f, ohi

va 4 o u I + X* a , ; - 4n:{nu tuo0q?rm{aoruua'rnfU [quno:1a1:2ti14{tiuri.!i?rn']n']Eltaalrfiu n1Ba1n:ar n1?ua{ n1

on crfiuu uavdrldriru6ul rf.:rh{{udr oun:vil'.rd.llour{aqti ru l:lnurrraqo:orfi
)v-Y

:1nlyllAUo0voA{taUOnl UfiUul'tnl IUUOU n2t obo aU m.iuglaurauo
avl-i

:in'iln0n1uluri114uoExirn'r d6u{aralo6o.lYufrnto!:rnrfinuld'rauoli uavocno,u n1trauoi1n.t

xto
rAed.m HUul,ol,6u00ctlo{tauofl.ll4Uol?a16.ir.tou aOUttnu bo aU tlltloo'lflaurli

a.tu1lllu#rUfU't
v4uc-d.d au1]14[6u0nv00{a{unnnlaan uayu:o:']uav[0uonfuanu yloyt.tv

?o{nlrirurinoxfr:rnai riru'lu d t'tun't: drraiunr:niruur:suuuin't:d1uiu#rJ:vrYunudrl Cyber

secunty r:lytu'tulaqn:d'tu r iorJnl:rduo:rntyr.r:yu1J{ododo{r.:nrnig6'ru616nyr:o0n;i

rfiorJ:vnarnr:fia'rrrui dnt'luet'rnrimf, drrainov6crltthronar:torr',ror.on,ti
1 ,o.d.d riourauo:rnr {Eu{orauanr:n:roqir.r#rgrgr ir{:ruav16uorauLrn

torrruyYdn:rnr: (Terms of Reference : TOR) 1,fi6d':uuaur{l'to!ona1:d:yn?o:,tntA[6nfliofind
J 4 , J J e 4 t -avr.:1r1.rnl'auno1JyrQy0na{uuta[au00'trJrliou L? luron615!5cn?nt1n,]{0AL6nyl:oInai

sAy y Jvd.b {Uuiorauoovdo{Et.lio16uouau6uo:'1ff''tyt't{:cuuni:{ofi an"ai'1i

nrni! rirudr5nfl:o0niituiu# lcn'j't!!ta1 6l uayr?a{u

nr:riro:rnrti6onlrr!?a1ro.!:vurnr:r'odoo-o6'rlnrn:-rd'ru616nyr:ainairflurnrur{
J y. Ap )e

ut01run]fi uot?a'tuu?alauauaur?tuo:1n'lBa? nc [rJlut0nfl 1:n1:e,u?0tau0 uav

n15rau0t1n1 lfi.'] loultlot lo

b/d.et....



-b-
e)e J vd.s, tlUUl,0ta!0O4.:3oyl'lt0nd1:6'114:U Lt Lunl:UuL0n615'ti0l,6U0lU:UlluU

lv{zironar:rJ:vmyr PDF Fite (Portabte Document Format) Inu{6udorauod'orriJu{iufintou

n:2060!n?1un:u6'?u nnfio{ uac{orourarrona'ti PDF rite riaufiosdudunt:6uronar:iorauo

ud:6rdliorya (uptoad) tfiotflunr:6uronar:riorauatiuri drraiq airu rr:cuudodoo'ndr.rnrniq
y ac
9r?uol'anfl:0una

d.d aruv n::lnr:finr:zurara nr: :v n?o:1n'rA!6nyr:oind lvritiunr:
v4va"oio!doueee

n5?0a0unfua1l!o110{{uutJ0lauouoay:1u?'l tuu4uLll,or6u0ytriHau:v [ulut']!nunuHUut 0La!0
ly,,e)avAyJa

51U0U n',rll'o o.d (o) rtO!u xlnu:1ng?1Hux10rauor'lu !o111Ll(uutorarotirjHau:u lurut? dLl

-vAo4-dvAvla-Jn!4uul,0lau0l'lu0u n vn::ufl'll1 avno:'lutoHUutorauoyt!Hau:uLutu:1 n!uu00nn1nn1:

tuuHUulrora!0

xlniltlnnsdanruynt:un'nfio1:ru1 an1:dtinlollnlat6nilroind'jT riouraio

lurirucdfinr:fi0'lrrullioLauo i{dudorauo:ru1on:clirnr:o-urflun'ulio,u?1{n'r:uti.:duodr.rrflu

EttrJrllx{o o.d (b) uaunrucn::rJn1i1 16o'jrn'nr:n:c1iro-uriunr:r-ntI.rn1:Lrd{{uodr{Lilu6::r]
uAoAoY,a.y)v

n6uJnl:lrn1t1 ncalo:1ut0HUu10[au0:1uuu00nQ1nn']ttuuauut0lau0 uau i].:14?q ayyl0't:fu'l
t ee e 4.: ^ c, eA u C-,c,.

a': tvlt l.ruu'uo [6u0n{na1?tluar .:.i1u t'lurl0l a.! ?o nu11n15fu'rr14u?1 HUU?Ja[6uo5'ruIurl L{11]ur.1

-l qva , hr4, I

I15'J 114!n',Dn5uy11o.ina1?ual [9] 11,1n?1rJ:?UllotuuU:c lutu r]on']tfla15 'tto{ n.l ?o
ea a , ,-* -Jd.6( 4Uutr0tauoaYoo.lurUoo{u

(o) lIt6orrurioultdicu]i'hronaT :ilivn?olrnrAdnilrofi n6i

(b) :lnrdrauoavrio{rflu:rnrfi:runr64arirrfil uavnr$dul (rirfi)
! r..l?!n1Ltnlu nu?nLltlluua')

vA, -,t- , ! 4 4 e 
'(ml {UL110IAUOncn0nasvlstUUUl, aH'lAnlvU?Un1:KUOI'ln1 n11l?u

[']41 vln1lluo

tr\ !A- -'l- -- - - - - 
)(d, {ur?aHuonvoounl:rauo:'rRlvrl'auaua?l,r,Jt9r

(d) {6utorauadorfrflu1uavri'rR21urdr1o'[u:cuuuavi6nr:raua:rnr
J rE a

d:uiEtJ:vnrn:rnr6rinyr:oilnei to{n:xriruina1rfiuao.rlflu15rlts{ www.gprocurement.go.th

d.oo qia'rgrgroioro"nu'rur{unliri'l{T u!{#nlulu od iu riun"oorniuaruru'lu

#rgrgr Inu6'oriruarnl:1i'r.r1un1u!ona1:ulJU?i1u[anat: :rfl?ni'lRrdrSnvr:oinii riuuririJun:01
- ;d JA L A -6tufu'lvllJ?.lNUt!tnu doo,ooo U1ylyl.lU Uriunl:fi'l{'lU[l4OOttJUtAnfl']:A?UUU.:fla{iifufu'l

-4..i. yaflrn ?ruava 6[un1t1tn1: 1

d.o lunr:fior:surHanlrArdorauarJrvn?nr1n16rHny:afi nain{rd {rr,rio

osfla'Efulnodul,nuL! anlnolfl 116'r

d.te n'nfialrfulriturnll6utorauo

n : dl,dy dn r n ru d : r n r1 u n'r : fi n 1 i 6u'l rit u y n r i d u do r a u o d.: r.r io
avflQ'Efu't n0l1un1:

el/d.n.....



t0unaflvlta0

-c*
ed y 1ld.cn 14'lflilUUlOtaUO:'1U lO!nfUA!UslttjQnnOnnlUtO b ?l:OUUl{ainllUn1:

4 e y ai
uur0rauauronnon u:oua5un2ugr'rut0 6n 1,!iouu!ar6ua l!nnna{n1!,[0 d Rfu3fl::r]n1:fro1:fu1

c -. r,sa y ul e J e te; e
,Ja n1:utyn2n:1n10mnfl:ouna0c utiuyr0l:rultarau0?0{t{t ulo[auo:'tuuu laul,rn HtilJt0rau0

, - i r,:'tuLfl tauaronaltyllnr nunu:o51uaJ[ouoafuanBruvta lc1,a{ an?ioJtJ1uI n:!a2u vtS0taua
i li iu v ":1Uavt0unlLfln0l1{ LlJl'lflr{ou tflyri{14iqn1fiuftt? Lu :cn1flBayrona15ulynlo5'tn'to[an :otna Lu

' JA4 ' , !\'o oqra ry d , vA e d
6?U?ll] Ltal:sAlnqJUacn?,llJUglnnl{Uu I uHa?i'] !rtfion15 Loruiu!rduL1-J5uu flaaluut0r6u0t1udu

---r"J. x5orthn'u nralordn{ou n ufltlufl1:1 o1nfia1:rulilouUrunlrd'flailB ffiuiorauo:.ruriu
- & ,- e e4 , r q 'd 'd.d o{fi?oan?ua 0 Luyl0't:fu'tti016u01,0{aluut0tau0 [o u lrJUnllzu0u u lu

.- , " .3n5 9t{0totuu
a e4 u q -! - y(o) L!n:A nt0r.l UUIJ0 LAU0 LUn1: tdu0:1n1yl'l{iv1.iU{o{0n o0'l.tO? U

(b) 16uo:luav16uounnoirilrJornrloulufi ritrunluronar:U:vnrn:rnr
- .e4 ,rA , d0lanfli0un6 tuua1:y61nQ ulo! a 111{tnon?1![nruSuurduruluu[nHuu1oLau051uou

d.d lunr:o"qfiunr:il:sn?n:1n14!6nyl:ofinriuiolunr:r4rdrg11;l nruyn:l!n1:

fior:rutianr:rJ:v n?n:rn1A 16nfl:ofiniiratoo'rr,tiofi?vr8lifidudorauoduo.rdo rfiooi.r rfilrfiltri
-J c ,-

d.:vrlo frdvrivr-tv1ri:'uiolauo tiliu:rnr raiolrjrirdrgegr illntorlinoi{o-{neirr liluauryalyiahi

onn0't
ryi q -i 'r,w 

j a j . - !d.b n.iu?oyr5{ !?{{a 0 av t :u:1nl0't6n 14:051n1uu{t'tR't Lo 14:o:1n'tyl
X c\ - A" "rauof{vlon16 t,ta vorofrol:rult6oniio'luiiruru yiotulo raioionrc:runr:yfil:runT:1rr r,tia

o'rnovunrAnni: ivn?o:'rnr6r5nr:ofiniilouhifior:md'prdoraofiki aoudnyfio'nrui vrsld rfio
. ct o u aea t y4 y

u:c lututo{y11n:ltn1:n lualRfu liac Luna?']n't:ottdulJo.t ii.t?t':ot1lu[nnt10 Ntjulj0lau00ytiun50.t

rirt{rira r,riorirrf,urarulo 1 fiki :ruus.:o'lrain ovfior:zuru nrinnr: :vnro:rnro rHnvr:ofiniiuav
a e4 e * "! h,, 4 w4 w 4.yv a nj aa{lrufluul,0rauaruu yln,i'ru Br'r'rocrluHUu,tJarauori toSun't:60raon 5aI!fln'tx u1nrJ[14st14[t0d0

\e, ) v e 4 c a qea
ln?1n1:uuu0r6uonlyyl'tn't: l9ru [r.Jqo:n rtu n1:rauoraflal:aur ullin 5a [t{a!nna05:rJo1 14-0

J c.y
unuRnaaux' dua:1n1uytu tuunu

e o-.i e ; ;
1un:rIfr {8u{omuo:1ufi rauo:'tR'tdrqo rauo:rnreirounloruruld"jlbiolo

rir riu.:ru n rr ro n6'r: :vn?fl:'rFrra16nvr:ainaiki nsuvnti n't:fiort6u'trianl: iyn?o:'rfl't
A. - oyyl . ll - )"tyitu, u) -
0 ra nu:oundu:o 0{1410 0ytufluurarau0 u{ ua.iu,aJlrar].t dnr''lurli1Lrrg0 to?'l tlEut o[6ua

a"urlr0el"r,iunlinlrronari run?fl:1n1615nfl:oinri'l#raioall:ni r,rrnrir{uo.rlrjr{Jud;ulllA
-f ,r ,- y 1 tt ,u v.i p Z I ! .A

Q{14?91 Ayrsyrnv L!:!1J4IAUO t0 [r]tu:ln110{(uut arauotlugu li.!U ,,tt u10[a1]0e1-{na,]'t l tAyls

r:unl0':a1Ltn1uu5an1t6u141uLosl alnd! io
d.tt rioua.ruruludruqJ'ld!uioolatJ:vnrron16nnlt :yn?n:rn1

" e e e ee e J d &r-
0tanvl:0una ylnu:'tn!?1xn1:ntcyllytLtlanuuv Uul0rau0?i!uyn1: :un?n:1n1u5o14 [ni!n1t

, ',tY< o vA t A 1 an'o16onIararJ:vIutUi?rri'u r,r5ofidruloirf,uf,u{6u{orauo:rudu uSoier!?i{n'tru{.i{u0urirflu
A - - rA e A a u o! . - Jol:x v:0drJU0!nununuutorauoS'rg0u ?l:ot0'r14u1 Lun1t[6u0:1n'] 5afla21niy 'tn1: nsndur, - i--

LO !Unl5tAUO:1n'r

)/e )
l{/ (ll.({.....



-d-
ve e i a g.d.d uln riAuia rauaiil rf, ufrrj:cnounr: SMEs rauotl R1a.! n'j'tlnleilqnra{

vA s 14,- --l -{Uuiarauo:ruduir-lrirhu5ouav oo 1frl ?u{1ura{:lsoioftadn{l.lnlnri lcnounii SMEs d'lnarr

lnuo'nriurrird'ufr6u{orauodrriJurirhvnounlr sMEs 6.:raua:rn1a{fl'j'r:1n101j,raotosfrdu{orauo
J r,- v ) -rluduhirnuiaaac oo fi nyriunulrirdrgqrlrirfru * :ru

udy J.,- , ,J re- - / yy,
lluuta[6u0ytruun0n']ll?xaly1nv [na Enl li:nyri{ ilr,i,1t?r]nlyn51t.lun,i

ovoio.rLfl ufrr]:cnounlr SMEs

ti d 6lrltrnuun.r StilEs dockiuei!eiasiru:rR1nu't::nrafil ovoiori':.rriua'rgrgr
! J q Ji. a , . )taca!01t,luur14u:?! nutlnlvr tau0 Lualnuua? !!an1l2llfiu [llrfiuuan'l!0{:''lu[o0M1.l'lo140u

flsr0uulin-! aa?.
er' e \v o Atu- - 4 - , J -d.6( 14'ln UUllOtAU0 LolAlJollAo LnlUnlllu:o.1l'!Av0Ontnlo{'}41]'lUaunlylAlAn

nrulurlrvLrfllylu (Made in Thail.and) n1nanrona1fifll:rtuti{il:rrilfililu r6uo:ln1e.:n,j1:1n1
i s d r,- y q.- ! - e eA c / - rqy-n1aotan4L6u0l1nl:1u0u l,!tnu:0uau d Lr4iiotoioa'tn01n ultot6u0rrau0y{6oL [o5un1lilj:0t

j a oJ -uavoonln5orfiuruiudrfrr.160 n1uluillvrylfitilu (Made in Thaitand) nlnanlonaiun:t! Lr .:

u:utvtfltvtu
I e g g .4 d *y eoui r41fl [un15t6u0t1n1n5{uu 4uutjot6u051u L9t nru6u1]9t14it0 b.d rravlj0

u.ct tvl{rauo:rnrmut1uldrfrrLeiotunitr6uot'tn1a{fl'jrrjrj:cnounr::rudulilrfiuiouac oet,!

r n{dutoiauodrfildriil:vnounr: SMEs uoi rfl urlnnao::rLord6o
u -q )- Jt I y) y )
#rgtr61vraraiofifi11nnafidofi'lfiunrrJnlvrriluly urauo:1n'ra.r n'j'r:lnrairaorLo.r{6udorauof,.ir{Ju

qnnaE::!olfiilffiodrgtrfitvruraiofi6qnnado"orYldun't nIr4l'lura{rirlrJ:vrunlrirfiuiouac $'hi
,,4 . y u ,i- - -r e- lt
0ns00o01.:nuunna05:ltolyr0aafutln ! uutouqtunRa?ido!4{{unl nl x'tulytun.:na1?

ya y Je, - , y i r,- - 4 .. ,

,.ruut olauaylruunnnl::?uR'rynv [od 5n'lr.]?::n u.l rl''15?rJRlytn:1u
e 4 !- - Ar 4- Ut

nJ00{LuulJFfl a0:t!o1yr006flJt1n Lyluy:oununnaylit9t9i{{u9111lnfl u 1B tylu
!b. n15r1afu6u1ga1'tu

b.o, 1un:rifi fituv nr:rJ:v nro:rnr6 16nvr: afi nei a'rrr'r:nd{il0!a.r!a{1d'
u ,- a" y t - -n:uo?un1u Lu d ?uy!1n1t uuun?uytytlta0na!{0 ii{14':o031{a156u1itflyi'lt onna.:riluurlnda u u

q e atv
n'):vl1afufu'lm1rJUUUArUrU1n{:c! LUIJ0 o.6n nLo

b.b tun:fifi fituvnr:rJ:vnrn:rnr615nil:ofin.ilriarrr1:nduoui.rtollpi

n:un?u nlu[u d ?uI1n1t uto 0{y':or,14u?1!!a!n?:i001i1,i,anna.i[uu14I{ii0 01!t0 b.o altuJnlt
ca. l-

UlYn?O:1nl0tAnvl:ounAnYnan 'lAfUflJ.W0tllllttUUArUqJl9l.llvU tutA o.en vtloYi'ltj0nnA.!t1lu141l.iA0

- - 4y-nua{filqn1utu s, ?u uu0onlnluvl ttl5u[i0.1 uaynJn0{?1{ einuSvflui{6urlJlttjuii'ru?uLiurytlflui0u
,i J.

as d to.ri'rFnri'ra'tro{firJ:vn?ollnrdrdnyr:oilnrihii'.:r.rrjoUofrotflurruvrira'ryrgr 1oultila-nil:yriu
, J , " - , . ..1

0u1{14U{AU1n LnO{OO IUU

(o) riuao
,.J a ;, ' .1 a c u )*twa(b) [tn t0r]11l'lylyrsu'ro'r:ttuci{o'ru {ntrlutltnuS0ot']flyta{iu1414 Ltt{n u5

',C. e "rr - . , - Aq,-
0fli1fl vlulJt'llvtl0tnlfiU1yl LU?Uyl16qJqJ1 y:OnoU?UUU[tJtnu m iUy]'tn1:

e</(gr )... . .



tta?!oul{

-d-

(cn) r,rrirf,orirrJ:cduro{6u1n1iR1u1uiliv!yrfl nr!d?od1{fi
nruvn::unr:uluu1uri1lluo rI.r:vuJu{o o.< (b) raioovrflurarirf,o#rrJ:crYu6rdnil:ofinaiorui6nr:fi

n: !6utna1.inlfiuo

(d) rari.rf,ons1il:vriul,oluifvriulu rasouiSvrriurluradnvrind#lriiuar4rgrn

hirl:vnorf,onr:riuyurfionr:nrnltduau rvflou0in-oriril:vriufltril:vfl1flr,0{Eu''tn1:ur,ilr.J:vrun
rJl,,'
luu nru:ruiouidvrriurlufrournr:uri.r!:crvlnlfluu{.rriuul#yr:ru Iouor{alhi1{nruor-rodrr

! - 
',

rau"rdo rirrJ:cfiu!olournr:fr nruvn:t!n1:uluulunirauo rT.r:vuJurio o.< (t )

(c) riuorin:ituralvru

rrahrJ:c rYudo ri ulvi Io ulrii n a n rdu n r trlu oa iu fiu n'n o r niud fi t u c n r :
-tuisn?ot1n'r0[any]:0una (H?'ru) 1ru01n!04nfl un1!6Eutu'rtat'ruua2

r,ra-nrJ:vrYudoc6uli loulriinon rdu nrlo'n:rrirut,orr-aofrdo6.:oivr-o ld':-u

si. n101.!llasfl1ln1Ul.lu
, , i Jrv a , i d J0nvlo aJ0'tua'16{!a.rt{ lo:?rJn1u,lan1[ tJOa0r]nun'ruo'rnl0u .l uaJR'rttalu

Y uou ,oA v *v- a e i rv
vriu2{ua?Luun u!?0laua?r ltl:un1:nntaon I tuur.,tti'ru ut0 t ']u l0a{!auanto.: Lnn5u0?1.l01ll

-l-laqJqJl{01r1uu:al0nna.rruuvrurd0 uav0.r14?fl Lon:?0turJau{1ua{1,0'!r:uu:0uua2

d. o"nrlri1iliu

ritJiuorlLuuudrgrgrdo,uruuuuviruron61: :vnio:rnr515nvr:aindd yio

'rioonar dotruriurari.:f,0 '[#6oluosnliauav o.bo i,o{:laldla.rtodri.rltitdiuuou0ioiu

c(. n1:iurj:crYun?1rJdr:prunyrio.r

- .ay.e" e ! -
4tucnllu:vn?o51n'ratanfl:0una t{ lovr']aruqJlgotlugrltJuuuo{lcu Lu,u0 o.sr

I a , i ;!
14lOv1',r'uon na {t0 luuyru{ao lia2unn:u nv n0{tuu:J nun?']ut1t nun :0.:tJ0.i a.!! 0.:vrt0tJ'r u

A- i - - a I .
frrdotun, ulu:vucnallrifaunil o fl riudoorniufi i'.:raio loiiurou6rtor flluluiruvL?a1 lou

- - *v-
no,i:Uofl4'lstotlllt!Un ['U h4 [tn']t lotl91.!ttlUn'lU lU o iU 1lufig01n':Uvl ltl5UU0{n?lxt''llOUnfl:0{

v -&, 4 u i6)0. 1JO6.l?U6vl6!Un15UU10lAUallacAU'l

oo.o riurirvYaqdlaiur:{on:'rf '[riurornriurir:il:{yiu1u'}aonr61fi
.,rg, l

n'l:a{u'r! LuazuflJlQvn:cyn Lo 00t!0a{u?n [n:1Joqr]qliunlaaqnlnt{u

rir:.:I:lvrururaoo:i')fi udirvi, fiil
A g -'tyv a uA e q.e4 e J ioo.b t!a0lu?o tonotaantUuflataua:1U to !1lLUu411U BaJ !oona{tOA{10{

v .:, - ":01tln1: :cnrn:'lar6rfinyr:ofinriudr ri'r{truovd'od.:ra6orirfruio.ret'rniirrr{rltrornsirr :vryrnuay
& . d{a h J

10,:uufl0.ru1tlj'D]1[ouvt1' ,l0l,urauyll.tylurSalyrutou0q $av61rJ1:6]L14u5n1t5uuu[o011lyl
yAv)c,-

t6llun:?'rn1:nlJyEl!n u'tnlJulcn1flfl11,tuo {uut,0l'auog.tuLlt!,1unun0.rlJ!lJnn1 nly!1u?'lo'tu
^ r --tn't:6{Lalilnllul tuul't filu

ool(o)......



-oo-

(o) u{lnr:d'.rr,,riaririrtarfidotruo'rnrirtdrurornsir!il:sryrfi rion:r.r

- V ,o 4v J - I .j-
rn1r1 fl1ulu si 2u uugl{ut]?uyt ll'tua'i utogo1 o.io't fl91'1.:1J:vtyt?l t?,uun tllula.tylSsliusE?1n11

nsvvr:?,rRrJ1t'rnu :vn'1fi unriuhiur:vrn10urEaSulpi

(lo) i'o nr:lfid.rtosfi dotrueT.indreu::yrn1n urE o'[yru uto r3odfi fi vr6

niur6urrTuriolyu olnrir{!ruL flurdlrJ:crylnlylu riuudnvl6'iualr1;'tnalnn:rJrt'1yir lvir-r::r1n

"' 
Jt a a;-q'at A e \reu ' !, ' { ! 1 c, J

6.ltJ0iuu Lou t:0auflu 1fl,:0 Lvru {{0Jo0.r LoSu0rltu''lfl ttuLlun0uuttytnl0.la{[i00u 1450tuul]0.i14
< aal

:0lru0r:?1n1:nIvylt2{n!u1n!u5yn1fl unt?u L14u:5yln !nuL:aou

(o,) 1un: oidtrittfr iiEnl! (o) rio (u) {trtroveiolir: fi o m ru nnralru.jr

o?u nllanta:!n't:ltlrutuu1?
oA. )- . !

oo. m {0u{ a tauotr o"lvrjnlsi6'a rd a n udr lltlira'rg rg rrai o,rio n n a.lfi o rfl u
. ! u Ay

u{aor]'ru Lur?a1 n1yuo o{:vut?Luta s, lt.!}lannuSu an!:yr]-un't:d1ttjolauo y-orsun50.in1nil
u< "" , - e o A .u -. &

00nuu.ia0F1ulvnrfl1tuu1t0t6u014!?i uac01nfi01:fulrSuniar !r!n [tn?1ri[du141udx (fr1il) r?t]{.:
^ qu4 wX - t - "ncflQ'1:fu'r LlrtUur.tyl.l'r'tu n'r lJ[uuufl:syt:?.tfl']tnein2'to?unltdoqi0ioi'1.:u6v fl11u5141til?qa10t!

oo.d o-'1fi?-na.rru?vrddoyudltrfi rLrfi lriaulu raSodoritauoluuuu#cgryrvio

{o n nardo rfl lr,rri.rf, o ti'rfl uhJnrln'lruniutoleirfnrluo-unr:q{En (6i1i)

oo.a'tun:aidronaliuuuti'1uIonar:il:cnrn:rnr66nyrrofi n.id frn?rriliflil6o
t g, o) t qea 1 J wdI'lunnu uuti0tau0aJo0.tu0u0 n']!41?unaur onn{ 1o n12!0au0 { na1? Lyn0tuuyt6n uau Uu

..1 -t0raua Llua Er:un:o{61[gn']o tn 1 r,lrrJt0!

oo.b 6'lyinorol:ynrrtrn16nnr:6'odolun:iiriolildM' klufi ri6u{orauo os

riuniolrirrf, uvru'lq1 o1n{{uinlriki
u ut tle! w - j lr. - I a 4,- -\o,/ i".rrain1l1d:-unr:doa::riufr ov1{[un1:infl ou5ofildiuolna::unhi

a ; " -l !t,t,
tllU.tyioyl0 JYt't nltna{0ni{u9r0 LU

(b) fi nr:n:vrirfi rdr#nuruv#6u{arauadtuvnr:o'ndoraSofitri:nnr:
, ''.vd - e4 e I 1 0

d'o16an frHail:vlurilirrrniu raSofidruld'rfrun'r{6udarauo:rudu u5aior?1{n1:urirriuodrlrtlu
< o o t4 y 4 1 - -4 . - tr0::l.l :aa!uor.inunufluut oraua:1u0u 14tora'tuul Lun'tSLauo:'tn't u:aao':1n:cyt'1fl']5fln:nou

1n1unr:tauo:rnr

(o',)

nivyuriol:elutriaror:rus

" -a Ji,cn1lylln1:no$0n:{u0a L!010n0 Lutnnn?'1!tauulullnn.iu?o u5a

(d) n: fiSululirua{ rfi u? flu (o) (ro) raio (r) srrlf iryuq'Lu
a . -a,.nrnicvr:'r'i fr .roonorr]fl rru1un!vi!''lui1d'?un'Edn€o{q{rluavnr:u3u15fl-a0ntni!

oo. nr:lAtAnualilu'rur.!6utvrfiuu
r , ! e4 y 4o-
LU5ur.l't',tn5vuutla1n1:to iluuu0t6uoytlnS!n1:aota0n L tuuifil'1u9t0{lJluo

- .arl'l! anrfrtufl nlurl'ru[ac:vtuuu tonlruo t2 toulR:,:n:o

oo/ob....



-oo-

ob. nrr :vriu anl:rJfrrlhuutol{rJ:rfloun1t

d.rr,lio arlr:odraranr:r1fr ffi ruudrraSoorrla'rgryrto.rfi 6udorauafildiu
J"

nr:d'o rf; o n'lrlriuritru rfi odruril:v riuHanr:rJfr ti6muta.rfirJ:vnounr:
V4 eA v Jr r- r,, ci. v nyt{u 14'tn uu,uotfluovl lo:un't:ftgltaofl uuH,lutfltufl n1uu9l0con5y{un't:uu

- - U ,a'n
t0lauay:afl 'raqJfu'rnu0.!14?o !?t?n5.l?

r/



!OU[?n1JO{{1U (Terms of Reference: TOR)
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taultnto{r{1u (Terms of Reference: TOR)

Ia:lnr:riruur::uuuinr:*ruiu{r.l::riunuCrucyber se€urity l:{rul1ulEi}.6id1ii
r-J:viirtrutl:slrru bdbc/

-td s- ) s t
6n.c(. ! luutl1,0:U[onAv]6ylaR21xq n! t{0'ltu0lafil,iNUollllufl1a lyU t?uuFll6U1at0i

ee , t-<" J - { , , J
iluu1,0 raua tn:Jn'rd!6av tonafl 0BavR2'lrJRllfl urgu?'ruuL " . -r -',en.oo. tlU1JtJ0lflLlOn0{A{UvlUUU !U:vUUdO{tO0O{l1.ln1nl5tl2U0l,tin?lt0Und (Etectronic

Government Procurement: e-GP) toln:uitginarl
d. tluallogilfuanufuslorfirf, q

<.o. qrJn:niinurn?urJaonrYu (Firewatt) drutu r lrr
-,r.JllnfuarunnllJtafl lvuo o{na luu

<.o.o. qr.ln:nifi a-nuruv!flu Appl.ian." dSfi .rridunr:rirrurfl u statefuL

Firewatt, VPN uav SIWAN :?il1u6'1arjn:oid'r 16urrYu uavalrl'lr0rijo

1trruldniou1 rYu

<.o.b. qiln:aiovdo.:fi nainraio6u[fl of ril6uuuei1.:.1 rY{eialil

d.o.b.o. finoinutu oolooo/oooo ldrioun'ir a xoin
d or.b.b. oilnrr[a']rri:01d Network Modute dinoinuw Srp+

tririaun'ir a ,ru{,
d.o.b.o. fixoSnuuu Seriat lririaon'ir o noin
d.o.b.d. fiuoiqtuuu uss lilfoun'ir b rroiql

d.o.b.ri. iriavilaiu Modute rf,orfrlroin odrlriou o riol

<.o-m. qrJn:aioialial::aur (Performance) o-.rd,fl uadr,rriou

d.o.sr.o. fi Firewatt Throughput birioun'i <ci Gbps

d.o.cl.b. to{iu Concurrent Connections 1 tio0fl'i1 .d,ooo,ooo
Connection

d.o-$-sr :o{iu Connection brulsTlririogn'i1 bdd,ooo Connection

siaiurfi

d.o.6n.d. :o.:iu VLAN lririotrn'ir oooo VLAN

d.o.cl.d. i Veru ftroughput ob Gbps

d.o.cr.5. i Antivirus Throughgrt cb Gbps

d.o.cn.si. i tPS throughput d Gbps

d.o.6n.d. fi LrfU throughput b.d Gbps

d.o.6n.6(. a'r!'rrn1i1 VPN uulj Naobite louiuoeluru user ldlriilou
n'il oo,ooo Sessions

d.o.sn.oro. 6''11r1:01i'r VPN uuu Branch ffice loil,ririaan'ir a,ooo

a.t1.t

<.o.<. qtln:nifro.riqrualrifi drurntodru o'.:drfl uadrrriou

d.o.d.o. a1!:]:o11"'1 Routing ld#+uuu Static ttav Dynamic ulu
OSPF, RlP, BGP uau SUweN ki'rtuodr.:rioti

/aur:ovrhru...

n::tJ n15 (a{t n:5!n15
(urau::oq uiiaduvri) (urcal?6nrnr na6aora) (ura4irin: r::ouiin)

tuodut..(.}|., :v,rn::rnr: tu,d01..........**........
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taur$n!a{.!1u (Terms of Reference: TOR)

Ia:qnr:rilur:cuuuinr:drniudtlrriunu{'ucyber security l:tna1umq6:s1fi
rJ:;drtrutlrzur6u bdbs,

d.o.d.lo. aur:nrir.lruludnufuv High Avaitabil.ity (nn) ldvluuu
Active/Passive u;a Active/Standby ld'rfl uadr.rriou

d.6).d.sr. a'rrl1:0ri1.i1ut!1jU MuLti-WAN ld'lririoun'i1 s, Link

d.o.d.d. aut:nritrtuuu! Link Aggregation 911lMn:f1u

aou.rad ldvYluuu Dynamic, Static ttav Active/Backup

rfluoeirlriou

d.o.d.d. arur:or{r NAT #iluuu! Static, Dynamic, o:o, lPSec

traversa t, PoLicy-based ki
d.o.d.b. tdiunr:iu:o.:nu!'tn:$1u lPvb Ready Gotd routing

d.o.d.s/. 6'l!'l:011"t .rruiflu DHCP Server, DHCP Ctient uav DHCP

Retay ld
- *- ia.

d.o.d. oUn:6una{10{:UtU:tnR0A UAU RtU6UUgl0.lULUU0UlnuoU
rl

d.o.d.o. 61tJ1:0d1n1lrio!ris VPN uuu Remote Access dtu

lKEvb, lPsec, LUrP, tS ldrfluodrlriatr

d.o.d.b. a'ril'rr0?i1n'rrrdorda vPN uu! Site to Site d?u lKEvb,

lPSec, Potiry and Route Based Tunnets, TLS hub and

spoke tdrfluatiruiau

<.o. . dllrllon:2naouuavn2un Trafficleruriruunnl! :vurrta{
Apptication td (Apptication Controt)

d.o.si. a'r:J1:fl grlrto'uuavr]o.:rYuhiald {Cateway Antivirus)

d.o.d. 6M:osEroo-uuavrlo.rn-u6urai#1rififll:valritd (Spam Btocker)

d.o.c(. a1u'r:an?uqu1rrd16{ Web site louriruunn1lJilrcuutd'
(Web Btocker)

d.o.oo. a'lu1:naunu:rljUrRiodlunru'[u rfiasr:rorar:roav16antndorantiru

loi (tletwork Discovery)

d.o.oo. 6'rlJlifruiv'r:non1:qdnmid2o Softrryare, Web Ul uas Command

Line ki
<.o.ob. fi tor{ uridrraiuuir.rr:il"on'r:oiln:niil4'rud?uuur?lr(ud

(Centralized Administration)

d.@,osr. arrln Upgrade firmware trudoXaa?ruilaanalo uaviulrsnju
arjn:nirfl unarLiriaun'ir, iJ

- z. - :te
d-6,t 6d. Atln: A1 5nnnn{ [Urllll0:61uilu']n 6tcC U?LO

./d.o.ob. fi Redundant..

tl:votun::unt: (anta).. + n5ttn15 nt5!n15
(urur::0.: udr6'uvri) (urcar:tflrar naiama) (ur u4inTvr: r'r:suifi r )

d.o.od. dlrJllorirlruirun"u FirewaLl. tdlto{rlnu1u1ald1ua'nuruv

Active/Standby



(a{ra).

touttn?o'1.!'lu (Terms of Reference: TOR)

Ia:mr:ri*ur::uuuinlrdfliu{il:srYunuf;ucyber securi} I:euurulaqe:61ii
rJ:vdrtrurj:vrr6u bdbc,

d.o.ob. i Redundant Power Suppty v6o Power suppty Lirioun'i'r b viltu
Js

Lv{01J:J [UtU LUnIUU:fl ',r:UA.:fl 1:lllUtlaVn'll6UUAlUvt1'tO',tUtfl nUn
,3

,.1 !au0l'tnln Jna{ to5un1:un.ln':nln61111 o.: atafl :0trl.r'ttll1 Lu

rl:vryrntyrulviarlrinHuornT lua{{d
J.

d.b. q!niiitlo{d'1J[avni?o{un1:qn:n (lntrusion Prevention System) [luufr b
- , . ,l

!Riua!uo0r'llJtanluuoo.tfl o [uu

<.u.o. rfluqrJn:ni IPS uu! Hardware Apptiance fifi tes throughput qiqflhi

iounir oo Gbps uavfionsruu Rack oc( dr fiturohjrfiu . Ru

d.b.b. fi Network lnterface uuu SFP+ (o/ooG) riruaulilfioun'jr a noisr

rlay Network lnterface ulJlj RJdd o'rurulririoun'ir a noin
d.b.6n. loliun1:nululilu?u Network lnterfuce uuu Ethernet ports tdqlqolil

rioe,n'ii bd ftoifl luournn

<.u.<. fiuilrurirutr{dr:o.r Dual. uuu Hot-swappabte

d.b.d. fi uil?un?1lo"rrir:o.rtfin SSD turalririo un'ir croo GB

d.b.b. lo!iun1:vrh Cl.ustering kihirioun'jr a qrJn:oitriluournn

d.b.6',. aM:0'li1 decryption BUU TLS loui Throughput 4'rqohirioun'jr a.<

Gbps uavaur:o16onldnr:rin Fingerprint't o'! TLS packet rfi arJa': riufitr

nnorulfioubiria.:rtlol{ru rl5 decryption tri (dnrruatn:nto.r

Machine Learning uouuu)

d.b.d. a1!1:nr?u:?llriunnnrrrdlfi odunru'luudac host rir'orrair.:rflu

lndications of Compromise (tOC) dfiaran:cvrurYu host riul
<b.a- aru:oriflauoulduranr:n:eo{unr:1o!6nun4u lP address, PorL

Apptication, User :u6r :stvrn6'uvrt': (GeoLocation) ld
d.b.oo. aMrnYuio4aoialardu (security intetligence) #l'[u;t]uuu lP address,

u RL rau DNS o'rn r,d1lor inrYruri rdoriurldrJornr:rdor dotrjfrora.rdu

14:OL!uaasAUIO

<.b.oo. ld'iulrn:rru n2,ln aoorYu FCC, UL, lEC, VCCI raSo rN !fluoeirlriou

d.b.ob. 61x1:ari1 lntrusion Recommended Rutes lrruordudo4ad6'uuulrn

:cuutntoriru 01fi Operating Systems, Server and ctient apptication
J.

protocots rf, oritnair.r lntrusion poticy l,rir.uurvaurYu:cuura5oire16

<.b.om. i:vuuuirar:o'nnr: tPS rrnloqutinar{ouaur:ouivr:airu
Command-tine vtio Graphic User lnterface Inerdrut5uuuu HTTPS ld'

d.b.od. d'rrl'lrold.rrurlrn:gru lPvu #rnr:o-onr:qrJn:oJ uavnr:or:?aao!{o{a

n,]:Ia,Jfi

d.b.od. 6M:ouiurlo-nnr::vuu t nS ki4qnlririou n'jr U qrJn:oj

/ a.b.oa. a'trJ't:oo"on'n...

.rJ:vorun::lnr: (a':ra).. n5:!n1: (ait nt5!n1:
(urar::0.: udriuvri) (1J1{El',t?[et'1fl 1 rlraafiIa) (rro4in"v: r::ouiia)



loulgnto{{r1u (Terms of Reference: TOR)

Ia:snr:{nurt:uuuint:dtriu{rl::dunuCruCyber secwity l:euaruraqn:orii
rJ:sdrtlr.rtJ:;rr bdbs,

d.b.ob. 61!.lroannr:ior6u Log uavarur:odr Log lrJfi:vttn'orfiu rog

(rdna1.r (CentraLized Log Management) Ina:oliunr:dod.:do4ault

nir:ra'a (ssUTCP) Iouarur:orfi u{o4a16Lirioun'jr ro druuaqnr:oi
- z.

d.b.osr. a'r'r:06nd'{u;rJuuutor VirtuaI appliance 6l:ariu Hypervisor

VMware ra5o rc,lrrll ld'lfluotir.rriou

d.b.od. :o.riul4ilrunrrrrdruanhifaun'jr *b GB uav:oliuo'ru?u vCP u qrqo

lririoun'ir c vcpu

d.b.oc(. ro.!iuGureuwonr:ni (events) iirraiudorfr uuuraileunmuir'rdr:o':

(storage) wloI uoonl.r bdo GB

d.b.bo. 6'ru'r:0ril Network Discovery and ldentity riuratr.l Host ProfiLe

tdouaol:ruavtduotal#or orfi Domain, lP Address, Hostname,

NetBlOS name, MAC Addresses OTL), Host type, lndications of

Compromise, Operating System, Apptications, Users uav

VuLnerabitities t6'1fl uotiruioo

d.b.bo. au'lrfl il uaco-oa'rfrunr1rrrir6'19la.rnr:Io'J6iirfi o'fluuuua'q[u!h

Automaticatty corretating and prioritizing attack event

d.b.bb. a'r!lrnitn:rcflio.rlu'jnrulu:cuutnSoriru uavuuvrir security poticies

dnaursailei
ti - I a

d.b.bo. aMtn:2llrxEnl:fufl lnotuLurlnac Host lFrual l:fl :?l.rrl4nfl 'r: 01n

network, endpoint, intrusion Bay security intel.tigence ki
<.b.b<. aln:orjiuudrnr:uan.:rato.r Customizabte Dashboard :?rl6iai1.i

Temptate Reportld'

d.b.bd a'l!'l:0n:?n6o!anluv Device heatth monitoring to'!qr-Jnr0j FirewaLl
.j"

u1tauo LO

d.b.bb. :o.riun1:rioreioorn:vuun'ruuonrdo6{rio!an1:10!fi a1n :vuu

nlouon (errd Party Threat feed) 16'losri1u5suu STIVTAXII

uio Ftat fites 1oi

d.b.bs,. :o{iunr:irdo4aornqrJn:ninruuon rdurvu! Vul.nerabitity
i.i

Management rfi arirurlt'lunr:rJ:v tiuntruGultar:vruld
d.b.bd. ::UUfi tatuodolrirlrua{uu:uuurJfr thnr:dldiunr:nua uasdlaw}nInu

- tr e
{ar6nldnaao:vuviurJ:vriu d uara'u'r:0fr nd'rlduu:vuurJfrrj6nr:

i**ur", l(/M, AWS, Azure, GCP, OCl, Nutani! Hyper flex uacopen
. ,94,
Stack tOtUUOUl{UAU

J"/d b.LJct- ll:Uyllylultaua -

tu .td, l-Q4....rJ: vorun: :r nr:
(urar::or udli'uvri)

(n':t0). { n:5!fl15 (a{t0 .n:5t.]n1:

(urmrlnrnr ua6a.ma) (rra4ifivr: r'l:ruiin)



touNrlo{{1u (Terms of Reference: TOR)

tra:qr:rirrur::uuu3ntdtriu{thdunrdt rcyber Secr*ity lrruuluraqrt:o1f,
rj:yirtq.nJ:vmo bctsr'

<.u.u*. uisvrrdrirsuoovdo$riiunr:urir#lodrlrfl uvrrqnr: lunr:duil:c!a
ll -v ic. J,

{1Un:lun',tnu:uylytruuulu alt1 ta{u:uylflHan'1ylu:!01[ulJrvryrfi
" ,Z
tvtu'r tvlluu

<.m. orJn:ojf, o.rrYunr:r.1n1nriultd (Web Apptication FirewaLl.)
....-,'.,

xqfla!!nq1 tofl114uootn0luu

<en.o- uluqrJn:airirrarirfilunr:fla.uYu6'ru wdb A{rplication uio weh Servtce

Irrtnlro',r',rnfi od.:lun'rfiuorjn:oir.rru.rrrr,r, 
"< 

d'r 16'

<.r.u. firiolrdoldo:vuurnioriru (rueLorr tnteriace) ttu! oo/ooo,/oooo

Base-T yia6n'irohu?ulridaunil s' lio.r

c.m.m. fiamttirlnnr:ri+huto4a fhrougrput) tritimrn'j'] doo Mbps ria
:orYtnr:d.rairuioqald'Lririaan'lr d,ooo Transactions rioiurfi

d.m.d. d1u1l0u3 'r:n"nn'l:a n:0iriruur.rhJ:un:l Web Browser r,rio cft ldriju

otir.:riou

d.m.d a'rrJ'l5oer:rodunqfin::lnr:t6.rru Web Apptication 1lol{fiFirurltuinr:
web Apptication uuraia.rfl arfi :rstoiurhirurir.rl ki

d.6n.b. qilnrrfiddrtauoovdolaur:oli't'tluuuu tn-Line (Bridge) vio
Transparent uat Span-mode (Monitor) dtaitn:roaounqGn::lki

rfluodr.rriou

d.m.6'r. fi n?''rrr61!r:nlunr:u'rmuuavrJnrlo.l Web Apptication rir.r1 ldIou

:o.riu rrrps kirf, uodrrriaa

d.m'.6. mITmrilsarr+$flu6't6ufl Ba;m'rrft,t n'Hl{fir (Loggn/Monitoring)

tufluuu Systog loi

d.m.c{. a1'ltfi tJi! tfi uut':ar (1ime Synchronization) n"uqiln:njnlUuo ntd

d.m.oo. :o.iiunl:fl orn-unr:onlufi drui6eirrl ld'otjrrriou ri.rf,

d.cl.oo.o. Cross-site Scripting

d.m.oo.b. Cookie Poisoning

d.sn.oo.gr. Buffer Overflow

d.6n.oro.d. SQL iniection

d.m.oo. 6"DJ''lro?ir:ru.irunr:nnTr!fitd1u:rluuu HttVtL yia pDf r,tia XLS raio

ofl21

d.m.ob. ell llnldlrunrurn:mu tPvu ki

/<.a. f,r8mB.

)(a{to :5!nt:
(uru4ifivr: ouiit)

tuodut-Q=)-.,rhvor!n::rnr: tudu1........*r..........n::rrn1:
(ursu::r.r uiirftrni) (lrvarrfinrnr r,lfro.rra)
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sLUSoBlr4lBr lLsrunBl lP)o) !eFulpneEl$0anLcuoaf uantFusLnrp'qo'p,p
dn016 uBrsruL$
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61od ]p6t,nnBg[lsLuLl ugLnLB too p'p

I4un!rLypBsunsrr$08
uorpauuo) miJnLUsLUnl llemerg qusLELB:ur .rdl s0t nnrnL!r$sLU

nLuEtBLprlL0utlBull lleMalS leuosred nnrFtnlBLpugBUuslrntue:r1

ururpp Bu$LuuBnbnuunUnuupl llemarU ferunLfLr sLUUntaLUugLtrLp'o€'p'B
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un,1LUl ruLlfL[nLl4t alrucl]uL[tgLUBuoLUo[t1 6uua11g qarvr L[ugLnLg'P'p'P
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n@poLgl, 'fuo1uanur a.remuos g areMpleq BftennepuusrduslBtp 'q'p.p

rls+!\ol8

aufi lolotord tss nnrbg pnop nn:gDspguunlufteoegcuorgrum p'p';D

1q luar.ua5eueu paseq

-pnolr nnasnLMnuruu L luomuuuUn^un^ure goco<r-unI uorpalap Vol
;81 3ur1:o1q leror^eqaE'Surqsrqd-r1uy'a:uaSnlalul a^4falloJ nnag'p'p.p
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gtaEog ooo'o nLnLu uo+)alol4 lurodpul areMuos gr,tg6g P'P
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toUllnto{rt1u (Terms of Reference: TOR)

tra:snr:firur:cuuuinr:d'miudrh:riunuitrcyber secwity lruraluraairo,tii
d:ciirtrlrjrvmol bdbc,

a.a
d.d.om. 61 1lntaonltn'lu potlcy l,9lyaluulYm1l lunolllt?l,0lo5vui group Louti

nil[ { :rt rvr poticy oanrfluraarsdru tdu nr:dnmu, nrtdoti., pro4y,

nr:ns{rir a ntivirus Iou pot icy eir.r leiorhio{::lriulur,ldr pol.iry rdorfi u

R21ltU9l14UU lUnlt [t.t1U

d.d.od. n'r:o'flrovrgrudoXahia (signature) airu ctoud frosting dtiuBnr:do.:loi

!'lfiu1lJ ISO bcrooo uas SAScio Certified rfluotir.rriou

d.d.od. 6'ru'r:0ri''rrlruolli6'ruyru,u'rrailruraiar{rto.:r.rinrYrud arlr:nyiolri
aur:atdrdr web consote no{o{tinrlti

d.d.ob. a'ril'rrod{ scheduted report truu executive a1.l:ruriO4anrn:u r,tio

dlrio4aronrvntr fr tter dair{i
d,J.

d.d.osi. tlfl tA0:n:?0aAU Risk t?Ulr4l Un'1fl421lJldU11,O{UnaJLn:0\LllO{nnt

olnu(rluei'l.r 1 Iouuil.rrfluraaru:ger'unrrurdu{ uavarur:nUiurirnrru

rdu.rto.ru.i4rd detect ld
d.d.od. alx']:ogY{dr anti-tamper flo.:rYu:cuu Shadow Copy tar Windows

-;l'lirjaoorYuO.riuolfl n"unfl a1!R1ur]on uuuli'r dashboard,rio{lj:unrr.l

antivirus 16'

<.<.rot. firunlu1ad Decoy Fites tfrr tayer nr:dorriu runro* *.ru 6ndu)x
org qou.in'uyl1.t'lu1la{ prqcess n1:[11: a

<.<.uo. fi fl rritJu Vutnerabil,ity fu sessment luntirJofr inoi patch, software

update, [ar end-of-tife uu:vuurJfru'finr: \Mndows, Linux uav

MacOS endpoint (n:oii add on: Patch Management ocaulrnr'{ti
utr0s{uri2anr: aeproy dslLJffi[aldl t trea.o,aiai'l tast airu

porta[ lfr)

d.d.bo. i:vuu Network Attack Protection aMltrr6uflu traffic 1u network

uulr rea[-time rfi or]orrYunr:Io!6nru'[u

<.<.uto. ar:n:ons+riltcuu Cornputer Maintenanee rjrtrhnr:aulaniuua:daqa

tua.:rnia.r#n:rriuiiouhrfi ns{ fi tter 1i}ida4alriuan{unaultadrlrYu
) bt

tn i 0.lvt tt.! "rut1 uu n0uu

d.d.bn. fi:ruu ZereTrust apptication Service aur:nitn:rvrirqfi n::r'uor.z
1*i$teLl:un:urhrldrdun:roufubi (ctassitus coo96 of processes)

ur nrfl udun:rur.riabhir rdo6o6'orarur:nvitrll1ribidraiohj:un:u

d.:ncir':arur:n run 1d Inur'rrrun'lu{rTu Big Data uav Machine
;d

Learning t{In?1!au't:0hn1:1lo.rn=un1tfi1.t1ut o{ unknown threat,

targeted attack, fite less or mah,vare less atta€k uas ransomware

f,t? Il4tJ .l [o

/d.d.bd.. i:cuu...

<uodul()=.j....rJ:corun::unr: (a.:do) l n:5t,in1:fl:5Un',t:

(uruu::r.: uii:rt'r.rvri) furmrrlonnr rueofia)

(a.:t

1B 'l::uuiio)



(a{t0

tourtfltortillu (Terms of Reference: TOR)

TR:rnr:r{flurrcuuu?nr:druiu{rl:;rYunudrucyber Security 1:lrra1ulaq6t6'1fi

rj:viirtwd:crr su b(bs,

d.d.bd. fi:vuu Threat Hunting n:ro{t lndicators of attack (lOA) rirnr:
n:i{o'uuavirn:1vri event dnuruvnr:10ufi qirr 1 drfioduurur,trln

6rn1u trltmr ATT8CK Matrix

d.d.bd. 6'ur'r:ouqonr:Iolfi torhiauavuao{:'ruvruirnnqfi n::rnr:rirl,tuto.r
triariu 1 d.:usirirfrunr:rir.rruou6.:duqonr:rirrrulde.iru:vuu

Sandboxing uuu physicat Inouan.rnarflu activity graph

d.d.bb. aMr0fi114uo Authorized Software't#hl:un:urovrtvvrfla6ohl:un:r,lfi
i ,", c c

14U?U{1UlI0rU1!Uto.i l!0nuaOnnl:vt1{',tu !OU:vUlr Zero-Trust unU.t0fl

a unuuavi rn:rvridrunmlrJaoorTtrodrda':r,rdl

<.o.usy. fi 6tivrdnr:1{.:rulririaun'ir r il u r6ou

<.a.ua. riu'vrrdrirrauoocrio.ildiunr:uqi'rn'rodrrrfluflrlnr: 1unr:duU:cr.rn
ra c "

.!1Un:{1,lAln!tuytt01?,a.i rJafl nruu Lyt'tuu

d.d.bc( frrT Udo.rd'nrirriionr:fi ods:yuuinr*rnr u aoorTu r?u#{d6a n 1i

1{.rruuacriiodl:.:inur:cuurirr .t rtjuro nar:nrurhu iiruru . trr
ei.ruorlfiuri 1:.rnururaoq:orfi Iouttaorrluau rSun rf, ulYumoudarrr:n

rirnml rdrtold.irtr

<.<.o'o finr:dqou:rtri''ruylafln?'l!f l,fiuririrrafird froua:cuuar:auryrflro.r

T:luururaoo:orfi niol#.:d'nriton6li rynounrrau:rdtriufirtrimr
autr.r

a -ld.nlttuutJnullt1ua!ta ga,l{ru

d.o nl:iurj:vriunrunrnraa'.lnr:6ooi.ldtriu:vuuinurnrurjaoon"u uav?yB

nr:l{.lru Hardware/Software :rudrnr:rir:rinurbi:vuurnioul{lruhidaun'ir . tJ Inol,rifi
I - ,v Jr

nlLt01u[fr .l rlu]rnunaonlvucr?a1aQry1 uuttn?uyr t5{y{u1u1a0n561u fll?n5utau ao

<.b frtrrufra.roruarir:{inur:cuinurn?'urUaofl ,iu lfiouluaarudn5ou1{rru
,!,

ldrfluotir'rduavfitl:vtvr6n,no{raro odrrriou m rdoudo o nir raiolririotin'jr < ni.rsiotl uav
z t) )

durn:o Version roririurifr rfrartorotirrfiourn u 16au (frrfi) r,tioudruEinnarnaao:vuvnar#rurur

<.sn nr:}ilrinr:rir:linur:cuuinulR?lrJdaonrYu ,uol 1:lrururaao:orfi uavl

utonr:oivrtn:o version tarir,iurid rdurtol luuriavn{': fitrtreioro-nriruayd.:!ou:ru.i'lurianr:

rirtfrufluuavnr:1{tinr: (Service Report) uau LogbooUCheck List rai{'rufifi1lfiunr: lu:riuuu
ronar::rurrulr"ruru o to lfin1u 1:rnururaoo:6'rfi nT ulu oc iu riuuriiudloiriliul'ruluuriav
at{ua?rd:n

/a.a lun:fifi.

..-rJ:vorun::lnt: (a.:t0) n:5!n1: (a{t0 n:5IJn1:

(u1uur:o{ uiili'uvri) (ur.:arr!nrnr u,r6orna) (uru4iirivr: r::ouiio)



riOUll,ngo{1.:'lU (Terms of Reference: TOR)

Ia:qnr:fifl ur:suuuinrtdliliu{ilr;rYunudrucyber security l:lna1u1aqfi rE1fi
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