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$ou$nl,o{tlr1u (Terms of Reference: TOR)
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d.o.od. a'u1:ovrilruiruriu Firewatl tfiulasl:lnut1a161ud'nuuv

Active/Standby

/d.o.ob. fi Redundant...

tuodul..C)=!.t:vorun::!nr: (a#o)......+. n::!n15fl55lJn15

(uru!::r.T uiiaiuvri) (urmr:tornr ura-f,ama) (ura4irin: r::ouiio)



?ou[tnto{{1u (Terms of Reference: TOR)

1a:.rnr:r[ruur:suuu3nr:dtaYu{rJ::dunudrucyber Security I:euaruraqa:orii
rJ:sdrtqur]rvur6u bdos/

d.o.ob. fi Redundant Power Suppty vio Power Suppty tririoun'jr t, vr.iru
Js

rfi ori:clrJtilludrluin1: d{fl 'l:tluuau n'}:6fuatur1nd1urv1nfi n

riuauo:rnrovoio': lpi:-unr:ushas{ornarri'luo.ititiAn raio{rjrutrlu

rJ:vrvrnluuhlarur:nrauo:'rn rluai.:d

<.u. qrJn:oirlorriuuacnmoi'unlrunrn (lntrusion Prevention System) uuud b
-.,..J!qfuaru0n'r l0n1uuoo{9r0 tuu

a.to.o. rfluqr.Jn:o5 IPS ttuu Hardware Apptiance fii teS througfrput fl{nlri
! - *d

ioundr or, Gbps uav ofrluu Rack oct il'l frturothitfiu o RU

d.b.b. fr Network lnterface uuu SFP+ (o/ooG) iirurulririoan'ir a noisr

ttav Network lnterface tluu RJdd drlruhirioun'ir a iloin
d.b.6n. io.iiunli'uu'ruiilu?u Network lnterface tt1]u Ethernet ports toiqlqorlri

riourri, bd noisr luournn

a.u.<. fir,rr.i':odrub'ldr:or Dual. uuu Hot-swappabte

d.b.d. fiuiliun1'llo"rrir:ortfio SSD turnkirioun'ir c<oo GB

d.b.b. io.riunr:rir Ctusterin g kitridoon'jr a qrJn:oi[6'tuournm

d.t .6',. 61 1rr]li1 decryption ulu TLS Toufr Throughput 4lqrrhirioun'jr <.4

Gbps uavaur:a16onl{nr:r6n Fingerprint $a.i TLS packet rfioflo.:flufifl

nnnuldlouhisia.rrtlorl{sru rl5 derryption td Gdo'}1 41 't:otlo.t

Machine Learning tnuuu)

d.b.d. 6'm'nnr?u:'lurYunnnrldufi ofiunrulurrrias host rdolrairluflu
lndications of Compromise (toc) dfinan:cvrufru host r?u1

db.d- al liofi'tuuqulsuranr:o:etdunr:lou6qrilfl 4u lP address, PoG

Appl.ication, User :ru6l {:stunfr'uurl (Geotocation) ld
d.b.oo. arrl'l:oiuriaqa6'osala'u (security inteLtigence) rf.rlugrluuu tP address,

uRL rav DNS olntdlto{irfi nfiruri rfi odrilrl{rlour:tfi olsiotrJ6'alala'u

u:a LuUaaoflslfl

<.b.oo. t6'iurrn:tru n':r aoorYu FCC, uL, lEC, vCCl r.lio rN r,fluaeir.rriou

d.b. oto. d'ltJltrwlh I ntrusion Recommended Rutes 1o u orn'tj{o!adduYluoln

:vur-rtniarira orvt- Operating Systems, Server and cl.ien't apptication

protocots r,fi orirurair.r lntrusion potiry'lrirxurvauriu:;uuuntariruki

a.b.ocn. fi :vuutirar:o'onr: I PS ornlo4utinar{Touar r:ouBvr:Bi'ru

Command-tine u3o Graphic User lnterface lnuairuriuuuu HTIPS 16

d.b. od. fl 1 'rinl{lrulrn:tru lPvu #lnr:n-rrnr:Q n:ai uac nr:n:':aaou{o4a

nr:Iffi6
d.b.od. fl 'ru'Eouivr:o-onr::v!! t eS 16'4.rqo1ilriou n'jr t qtln:ai

/d.b.ob. arrLt:oo'etnr:...

(a.ito) .!:corun::unr:
. ) =\.(a{t0)...........!Y.:...........fl 15lln'li

(ursfl:tflrnr imf,ovra)

nt5r.tfl15

(urou::or udxd'urii)

(a.t

(lro4fifivr: r::uuiio)



tou[1jn10{{'lu (Terms of Reference: TOR)

Ia:snr:fr$ur:EuuuBnr:druiu{tl:rriunudrucyber Secwity l:tuarumqo:d1fi
rj:viirtfi.nj:cilror bdu

d.b.ob. aurrnd'nnr16'0rfiu Log uavaln:ndl Log trJd:vuuiorfiu t og

qudnarr (Centratized Log Management) Ina:oliunr:i'od':da4aurlu

tfi iria (SSVTCP) Iotratn:nrfi urloXal6liriaun'jr .o drutr,rnnr:nj
- 3"

d.b.og/. 6'tI1:nfinfr{u:iluuu?a.r VirtuaL apptiance 6.1:oliu Hypervisor

VMware v6o tc,ltrrt ldlfluotirqiou

d.b.od. :o':it llilrunrrtrdtadnLifa0n'ir clb GB uas:o.iiuo"ru?u vCPU a'!60

birioun'ir < vCPu

a.b.oc<. :oriutlSllrulilEn']l0i (events) iil,riuo'ertfi uuuuilaunmldrdr:o.l
(storage) turnlrifoun'ir bco GB

d.b.bo. 6Mrsd1 Network Discovery and ldentity rirlT airl Host Profile

tdouao.::ruac16uoto.rrnio.! o'rfi Domain, lP Address, Hostname,

NetBlOS name, MAC Addresses (TTL), Host type, Indications of

Compromise, Operating System, Appl.ications, Users Llav

Vutnerabitities ld'1fl uatirlrioo

d.b.bo. a'r!'uoirtl uacn'o.iro'unmrdrf,rgtalnr:lolfi fi 16oduur-'udnluu-fi

Automaticatty conetating and prioritizing attack event

d.b.bb. aM:sitnricfiodvdn1u1u:clutnioriru uavuucdr security poticies

drvlrvalld'
rJ - J r

d.b.b6n. a1l]1:o:?1111491fl1:luyllnntu LU[nav Host lnUa']rJ1:n:?xl14Onl:Oln1n

netvvork, endpoint, intrusion uav security inteLl.igence ki
<.b.ba. arur:orJiuuri.tnt:uan':talo.t Customizabte Dashboard :u6lair':

Temptate Report16'

d.b.bd a1!'ll0n:?aaou60'luv Device heatth monitoring t o.!qrjnr0i FirewaLL
!"
UltauA [O

- J , Aas
d.b.bb. tan'un1lL1t0!n0n1n:vt unluuon[1r00.ll,otJan1: l0l.]fl n1n :s'u!

nluuon (errd Party Threat Feed) ld haniru::uu STIX,/TAXII

raSo Flat fites ld
d.b.bs,. ro.iiunl::nria4aornqr.ln:ninruuon [du:v!1J Vutnerabitity

Management rfi ori'urltlunr:rJ:vdlunmutduwol:vudd'

d.b.bd. rv!!drauado+r.r'rlruo{uu::uutJfr r}fi nr:dld'iunT :qra ra;oifl !onloel

{lrfi nlfroraao:vuviurJ:crYu a t uavarur:0fi ooT':kiuu:vuurJfr l)Enr:

U**"ru, l(/M, AWS, Azure, GCP, OCl, Nutanix, Hyper flex uavOpen

Stack toiufluotirlriou

)"
/d.b.bc(. 1l:UYl'lYlU'lLaU0 ...

tuod.l-Q4....rl:vorun::rnt:
(uruu::o't udlduvri)

n:5!n'l:(a.rro) (a{t0 n5: nl:
(urrarrinrnr rvr6asvra) (ura4iri'vr: r::ouifr o)

+



(a{r0)

1,OU[lJOllO{t{'lu (Terms of Reference: TOR)

trar$r:r{ruur:cuuuEn r:drraiu{tl::fiunudT ucyber security l:eualumqi:o1fi

u<.a. 6tivB

.,r.iiv6run:i!nli (a':do) 1t n5: n1l (air0 5:l.l fl',]:

(urat::rl uiian'uvri) (trtanrln"rnr naf,o'nm) (riru4inivr: ::ruifio)

rj:cir'rt $d:lurar bdbc,

<.u.u.i. ridvrrdrirrauoovdoltriiunr:urirn.rotirufluvrrrnr: 'tunr:durj:cila
Jt -w ia e,

{'1UR:{U01nU:Uylvltuuu:',t ylalt1 t 0{1J:'t YtHhan1 u5!o1LuuSvtytfl
v 'ZLvtul Lvtluu

<.m. qrJn:airlarniunr:qnqn15ilto{ (Web fuptication Firewatt)

fi q ruarri6 ntrrio ritrun rr.r siohJi

<-.n... r,fluqrJn:oirirmirdlunr:fla{fiuoiru Web fuplicatlon r,ria Web Service

lrurnrru.r',roFnd'r1usir6uoiln:nirrn:o'rururo .,d d? 16'

a.m.u. irio.rrdouoio:cuurniodrJ (ruet*ork tnteriace) iruU oolooo/oooo

Base-T raio6n'irir'1u?u1rifioun'i1 6r' iio.i

<.*.r, ia'lrxridtinmi*hu.iia 
"aa 

ffltroughptrt) khiam'jt coo Mbps tda'

:orYunr:d.rilru{o4al6biriotrn'jr d,ooo Transactions rioiurfi

d.sn.d. d'rlr'']lfluir,rr:o'onr:oiln:oiiiruvrr.rLJ:un:l Web Browser raio CU tdr{Ju

odr.rrios

d.m.d alrl'Doer:ro6'unq6n::unr:1d$u Web Appl.ication to'r{fi r{urlfuinr:
web AppLication uuLnio{na fi?rnoiuritirooirrl tri

d.m.b. qUnrnjddlrauoavdosa'r 1:onh.rruuuu ln-Line (Bridge) vio
Transparent uav Span-mode (Monitor) ritaiun:aoaouuqfi n::rLtri

r{Juotirlriou

d.6n.6'r. fin?r!61ur:nlunr:rir.lruuasilnllol Web Apptication rir.r1 triiou

:o.:iu nrrPs t6'rfl uod'l.r1iou

d.m.d. srEnjrfi rfitsard$'mrot6tJauarrmsaatrntltffir (t-ogginlMonitorin g)

lugrluuu Systog ki
d.m.c(. 61ultoth-utfr uut'tar (Time Synchronization) rYuqrJn:nlnluuontd

d.6n..,o. ro{iun1:rlalrYunr:qnTtu6d'ruiErirrl triotjr.rriou 6'lii

d.sn.oo.o. Cross-site Scripting

d.m.oo.b. Cookie Poisoning

d.cn.oo.sr. Buffer Overflow

d.o.oo.d. SQL injection

d.6n.oo. auriflri''l:ruuunr:onTalil61u:rjuuu HTML v;o PDF raio xLS ra;o

on1'1

<.en.ob. 6rur:o1dl11]n1rJ 'ltt5fi1u lFvb ld



gout?n1o{{'lu (Terms of Reference: TOR)

I,atsnrrxUruur:cuuuinr:d'urir.r{rh:fiuuduCyUer Sect*ity Lururutqirolii
rj:ciirtfiJU:cmor bdbs,

<.<. 6t?lrd Software Endpoint Protection ,l"ruru .,ooo 6t?yd
fi qrualri6nruiadrr,lunft riohli
d.d.o. 61!')lo?i1!'ruuu:vuuUatfin'ri \Mndows sr, Window Server booa Rb

uialrailn'ir, ARM-based uu Windows oo, \Mndows Embedded,

Windows Uf 16rfl uati'uriou uav:oliunr:fi nd.rtu macos, Android,

iOS uav Linux

d.d.b. Iil:unr!flo.rrYuhiauu \Mndows 41il'r:ofr nfrluu Hard Orive lntrtddud

hiufiu eroo MB

d.d.6n. LJ:nn:ufloldul':iaaur:nrlo.:rYurYtrqnnrurlivur?rsi1{ 11d#r rnown a

unknown matware, fite tess, matware Less :al6l ransom ware

d.d.d. :cuu CottectMe lntettigence, Anti-phishing, Behaviorat btocking uav

loA detection lunr:tjruila.rrYurYuRnnlreil{ 1 riruuajru:vur ctoud-

based management Ul

d.d.d. Inlrlr]lrfaioUa'tlnr:dlqj:uuu ctoud y1"!uuu SSL protocoI uav

Btowfish

d.d.b. A'lrJ'llfin:2OAOUlio{A hardware & software inventory, fll2nAou

software change log uacfi:vuu fiLter lunr:n:ar{o!a u6u611l']:aoon

scheduted report loufu rYu fi tter td
d.d.sr. aM:nnr?o6oun1lG!'lfun1:1d.r1! CPU, Memory, Disk nT trlu b<

.it i r

t2ltJ{?lil1Ll!'l lo

<.<.a. aur:nrir web fi ltering rCanruqunr:rdr6rriuttsinrrldr!traldri'riltro

ua3aTl'rton:14!au r"reb access monitodng qaa.lunl:oirdrr,iulqcitar

Qn!1U ttruuunnlllurJ?o rl Bavouou

d.d.c(. 6M1nri'r device control rdo,trfinlrihitt'ql]n:oiriarrriodtritd'iuorirgrn

louuil.rtl:vurvtioua.rhJ niu removabte storage drive, mobite, lmaging

devke, CD/DVD fildu
d.d.oo. a1rJ1:ofi1l4uon1lri1r1lJtol firewatt lvinrtquairu4utinar{ntr admin

uionruqllouanri'rulugrJuuu persona[ fi rewatl. uavinruarlr:n1u
n1:?i'r{1ur!uu IDS ld uavaur:n1i firewaLl lunr:R1un! connection

todtj:rrn:udrirur.rn16

d.d.oo. a1u1:orirnr:uJitLuurJas potiry rn6o'rqntiruriu:rurnia{d' lnuLioio.r

virnr:uon group

d.d.ob. d'rlrlrnU:-uurilrionmlu{.rrfioudrnCol tocat lfl unrurlvruldldoinr:
o ^tn:1nxl,lnn?!

/ d..d..('lcl,. arur:audan..

0).. :corun:::Jnr: (a.rdo) (a':t....n::Iln'D n:t!n 1t(a{t
(riruu::o.t udrifrmi) (urwrrisrrnr iv6a'nra) (ur r::oliio)



tourgnla!{1u (Terms of Reference: TOR)

tra:mr:frnrurr:uuu?or:druiu{th:riunudTrcyber secr.rity &uaruraqarorfl
rJ:vrirtlurj:crror bdbs,

a''
d.d.om. AU'll0tdonlt.ilu pol.icy [ol,a']uUlsulvl Lun0lllr?tno:l4u{ group l,tlUU

nr:utj{ :c$vl poticy oonlfluraarud:u utiu nr:drrovt, nr:nsrrir pro*y,

nr:or&lrir antivirus lou pol.iry oir.rloio{riaqj:':uriu'lurafir poLicy rdorfir

n2''luu9r14uu [un1: [!.r'1u

d.d.od. n1:d rnvrgru{o4ahia (signature) airu ctoud rrosting dtvluinr:fi'o.rki

!'rsr:i'ru ISO bcrooo uav SAScro Certified lfluotir.lriou

d.d.od. Grlu'D0rilvuobin'?uvrtldlvilruuiordr?o.lH6fi rYrur{ arur:niliobi
arlr:nrdr6l web consote to.ro.:rin:loi

d.d.ob. 61!1:0d'r scheduted report uuu executive a1il:rririo4anrn:u vio
drdo4aronrvorrl fi tter dair{{

<.<.ogl. fifi rooin:?n6ou Risk drul#rfiunrnnrutdu.:ro.:uriaruniofluo.:vin:

ornu.irlurirr 1 Inuutjrrfluuaro:vn'unrrurf, ur uavaur:nliurirnrru
J,J

L6U.:tA.: U.llJlrvt detect to

d.d.6)d. ar r:nd{rit anti-tamper flolrYu:vuu Shadow Copy son Windows
-;lhirjaanriu0.:iuornn"unnnrrntuuon r-,lrarir dashboard to.:IU:un:l

antivirus 1d'

<.<...t. irvrnlulad Decoy FiLes ril tayer nr:tlo.lfiu ,.nro. *.r" 6ndu
r'!

[1rauqfl unnl:vl']{1u1t0{ process fl ']11tllvl6

<.<.uo. iflrrifu VuLnerabiLity tusessment lunr:!ofilnoi patch, software

update, uav end-of{ife uursuutJiffinlr Windows, Linux uav

MacOS endpoint (n:di add on: Patch Management nva1il1:rlli{d
JJ.

uln0$urieanl: deptoy dorlurfirncdl schedute raiods task r'i,u

portat td)

d.d.bo. fi:vu! Network Attack Protection 6'lx'l:06unu traffic'lu network
JIuu! reat-time rfr orla.:nlunr:lor6nrtrlu

o.o.uu. a.r.*d*i1:cuu Cornputer Maintenance rirslunr:aularciuua:daqaj i "' lutirfifitterlfl#tolalriuan.flunaultai:urirt0{ln:a{Tfl:rnut{au
) ls

rntan lt{1u{luuniu1l

d.d.bg|. fi:vuu ZeroTrust AppLication Service altJ'unitn:1virqfinifl1o.l
.!

l.d<ireialtt:un:uriufrduo:rurful*i (ctassifies ooo96 of processes)
at', )a v

ur nrtJuoiuqr:ruviobirir riofi ada.raT lr:ofi rllu1rf,ly{draioTrJ: un:u

n'lnrirrarur:o run loi lourirruaruqjn"u Big Data uav Machine
)d

Learnin g irilnmlarrLr:o1unr: ol n-unr:rir.i'lu1o.! unknown th reat,

targeted attack, fi[e less or matware tess atta(k t!63 ransomware

n? lr4rJ .l ltl
/<.<.b<. fi:Yw..,

taodulC)-. J..,.tJ:vorun::lnt:
(utal::tl ucim'ufii)

n55!nr:(a.rr0) n::!n1l
(rrenrisnnr nrf,arna)

(a.rt

1Br'ru r::uuifio)

l



ljoultlollorhtlu (Terms of Reference: TOR)

In:rnr:rYnrur:suuuBnlrdrr,liu{il:vrYunuirucyber Security I:ruo1u1aqnrfi 1fi

d.d.bd.

d.d.bd.

d.d.bb.

d.o.bgJ.

d.d.bd.

fr:vuu Threat Hunting n:roiu lndicators of attack (lOA) d1n1i

n:rt{uuavitn:rv{ event a'nuruvnr:lor6rirr 1 fi rfi odururuufi rqn

6.rrir-r trlrnr ATT&GK Matrix

aur:or,tunnr:Ior6roqhiauavuanr:ru.truHnrqfi n::lnr:rir.rruror
, - !, z, ,; o * .
t?5auu fl n{unr:Irnunllyrl'r1unun.rauaon1iyn.r1u !oi.rluiuuu

Sandboxing uuu physicat louuan.:r.ratf,u activity graph

a1r.naril un Authorized Software'lffrj:un:uranrvyrlraEoh]:rrn:1fi
! q, I o

14U1U{1Ufl qJU',ttju[0{ ttJAn!A0nn1:yt1.t',tU !OUtylJLi Zero-Trust UnU{0n

a unxuavir,nilvlidrunmurlaoofisorirdo.uads
a^-J
1]atAfl6n1tLt.i'lU[:JUOUfl']1 o U b [gOU

J. , Z
!5dylfrU1lauanv6or'Ldiunr:usi.:drourrr umrrnri lunltEu tsta

&t ^ - . , z.r1un5.!un1n!5uylt0110.ihann6ufl tyl'tuu
^!tEct litru6ol{'nfrrifr onr:6nsr'r:vuuinurnrru aooriu :rufi'rFifi oar:

lftruuau{fi orlrlinur:vurrirr 1 rfluronar:nrurlmu iiruru o tn
rilrrotlfiuri 1:rnu1u1aooro1fi lnu[16o.r:ruay16unrfi udunoufi at,r:n
liraru r{r1ot6'iru

' dnou: riruvlonn':uri l#urir{rvrrirfi frnua:vuualiaurvrrrlJo.rd.d.6no Llfl'15
. y- 

"[:.lnururaoo:orfr uiolri'.:o'oritonalr iunounl:ou:rlritaiu{rdrirr
aul

d -td.nllluuTsnu!llgasLagia{u
d.or nl:iuil5vrYunrunl a'{n1:fi qfririlaiu:vurinurnrlrlriaoqriu uas Afl B

fl1i1{{1u Hardware/software rxxfi{nrid1:.:inuTbi:vuurniail{.rruhirioan'ir ., tJ Tnulrifi
: - ,u f s

FrlltnluLo "l rY{tJtfltJ9aonSvuyr?a1afury1 uulln?uvr L5.11ru'ru1a0o50'ru fll?n5u olJvrao
j g ovd.b frrlu0i'o{ouadr:linur:vuuinuln2l aoon-u h{ouluanrvrfr viSod{.rru

' & ' c,d.
lotlju0tl'l':Otlav U:VAvf,nlAoUtAUo 0U1.IU0U sn tnol]glo o) nl{ USOU]UoUn?l d Fl:{AoU UAv

t) )
ov{[n:n version t0yivru?:vt rnu?fl0tou'r{u0uIn b [o0u (fi1u) 14t0ua?ugr9rnanqa0oSuuyt?a']a6u6u'1

c.en nr:hluinr:rir:.:inur:vuu:-nurn11! aoofl-u ra.i li.irlu1ulaon:01fi uau/

r,tionr:o'lrun:o version gol.hiu?id rfiue!0.: luueiavn{.r rirruoiort'oriruasait:rtor:ra.r1ur.rafl'ri

rfrrfiufiuuavnr:lv1uinr: (Service Report) uac Logbook/Check List i,o{{rufi9i1lfi1Jnir 1ugiluw

rofla1i:1u{1uii'ruru o sn tvlffu 1:{1ru'ru1aaqio1fl nruh od 'liu riuusiiu*Jtdriruf,u':luluuriav
&e

n5{tLa?ta:n

/<.< lun:fifi.

toodul......-*.,............ni:un1r (a{t0ta':d0N.....1*...rJ:sorun::unr:
(uru!::0.1 udrt'uvri)

.......fr5t n1t

(urrarrlnrnr ua6o.rra) (uru4fifivr: r::ouifio)

rJ:yiirt.:urj:vur6u b(bc,



?aurtnla,{{t1u (Terms of Reference: TOR)

In:qnr:{nur:cuuuinr:dt,riu{rJ:;rYunuirucyber security I:ora1u1aqnr01i

il:ciirtluil:sur bdbs,

. df,d.d Lrn:fuvrsvuusnuln?1! aaonu UaMl0lt.t1uLon1rJUfl fi Ht1uno{

sirLf,unr:o:roaar tiarLutrLudlt rf,o1#:vuurarlr:n1d.:ruki6nrujnfiuavourqfi :vivr6nrvrrTr 16l

Ioul:lvrururaqo:orfitrieio.:rdunrlt'iirulo 1 rfiurf,rnaoo:vuvnara'q;rgr larufirioultnr:Liuinr:
gun'to,tna Llu

(o) 1un:d:cuur dr:ordorarur,rioLiarur:a1t'lruldorrutJnfi vrnn:roaou nu'ir

rfiqornt.r6nnirudl,rirrovrfiouu:vuu:-nurnrutlaoon-u ffinnirud uiotfioornn'lufionarotolritrud
x

vt1 Llt:c!u1 tauulunnlr fllJ'luovtuuHluHotauto{yl{14lJo
a)(u)lun:fifi ruqn'ota.!$on:c!'uifl u1n?r aoon"u tfi norn Bugs tol Software
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